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Why do some employees go out of their way to follow prescribed information
security protocols, while others all but ignore organizational information security
measures? A body of research known as organizational citizenship behavior provides
insight. Theories of organizational citizenship behavior draw mainly from the
psychological and sociological disciplines.
Although organizational citizenship behavior has seen little exposure in the area
of organizational information security compliance, it stands to provide exceptional
explanatory power in this area. Information security practices, such as creating difficult
passwords or conducting virus scans, are generally seen as additional tasks which require
extra effort while offering no gains in personal productivity (Shropshire et al., 2006;
Warkentin et al., 2004; Warkentin et al., 2006). These activities could be construed as
out-of-role-behaviors because employee compliance may not be mandatory. Furthermore,
it is difficult to enforce information security standards (Whitman, 2003). Thus, it would

appear that those who follow information security protocols are motivated by something
other than financial compensation.
Currently, there has been little work toward integrating endpoint security with
theories of organizational citizenship behavior. This may be due to two reasons: although
it embodies a relatively mature stream of research, organizational citizenship behavior
has seen little exposure within the information systems context; secondly, the behavioral
aspects of endpoint security remain a critical but overlooked aspect of organizational
information security.
Therefore, the purpose of this research is to develop a theoretical model for
predicting individual compliance with organizational information security practices. The
results could be used by managers to more accurately predict adherence to information
security practices and to better manage and motivate employees. Such a model might also
be of utility in the area of employee selection and screening; recent political and
economic events have caused an increase in demand for employees who can be trusted to
safeguard sensitive information.
This study provides a substantial contribution to knowledge by empirically testing
a predictive model for information security compliance among employees. The findings
associated with this research are offered in the form of recommendations for future
theoretical and empirical research. Practical implications for entrepreneurs and
policymakers are also discussed.
Keywords: Organizational Citizenship Behavior, Endpoint Security, End User Behavior,
Protocol Compliance
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CHAPTER I
INTRODUCTION
The purpose of this chapter is to provide an introduction to the research conducted
in this dissertation. First, the motivation for this research is described. This section
describes the negative effects of internal information security breaches and highlights the
lack of research in this area. Next, the elements of conceptual model for predicting
employee information security protocol compliance (ISPC) are introduced. These include
the constructs job satisfaction, organizational commitment, perceived organizational
support (POS), and social influence. Three moderating variables, training recency, age,
and gender, are included. The reference research streams from which the constructs are
derived - organizational citizenship behavior (OCB) and technology adoption - are also
introduced.
Information Security Risks
Information security risks are rapidly becoming a major concern to leaders of
modern organizations. Reports of breached IT infrastructures or lost or compromised
corporate data are becoming commonplace. In a 2007 Computer Crime and Security
Survey conducted in part by a San Francisco branch office of the Federal Bureau of
Investigation (FBI) and the Computer Security Institute (CSI), 59% of respondents
reported that their organization experienced some form of malicious attack during the
1

year prior to the study. Interestingly, these results may actually understate the
significance associated with the current information security crisis. This is principally
because it is not in the interest of many organizations to reveal their shortcomings in
information security. Many firms refuse to reply to questions regarding their information
assurance practices and information security breach history (Gordon et al., 2006).
Based on responses obtained from a recent national survey of IT security
practitioners from government, financial, medical, business, and higher education
institutions, the most frequently reported forms of information security breaches are
viruses and instances of insider abuse (Gordon et al., 2007). The costs associated with
virus attacks were determined to be $55 million, while insider abuse costs were over $10
million. Interestingly, denial of service (DoS) attacks, while only reported by 17% of the
respondents, resulted in losses of approximately $26 million.
One of the most damaging outcomes of malware is identity theft. According to
statistics reported by the Federal Trade Commission, 27.3 million Americans reported
identity theft victimization in a five-year period beginning in October of 1998 and ending
in October of 2003 ("Cybercrime: Expansive and Expensive," 2005). The financial
losses associated with security breaches among end users over that same time period cost
US firms approximately $48 billion ("Cybercrime: Expansive and Expensive," 2005).
Despite these alarming statistics, there is still a misconception that outsiders are
the greatest threat to organizational information security. However, research (Gordon et
al., 2006; Whitman, 2003) suggests that the greatest risks lie within the security perimeter
(hackers, malware, etc), with the careless or malicious actions of internal users such as
2

employees and other trusted constituents with easy access to organizational information
resources.
Each end user represents an endpoint in a computer network or a system; without
ISPC on the part of each end user, the network will not remain secure. Endpoint security
activities include making regular backups, changing passwords, scanning for viruses, and
many other activities identified by Whitman (2003). Other information security
precautions include updating information security applications, installing software
patches, turning off unnecessary ports, and configuring personal firewalls (Whitman
2003; Rosenthal 2002; Stanton et al., 2003).
Specific instances of endpoint security breaches may occur intentionally or
accidentally (Loch et al., 1992). In a recent survey, 301 information technology (IT)
executives of Fortune 500 companies reported their most pressing management concerns
(Luftman and McLean, 2004). IT security was consistently ranked as one of the top five
concerns among executives, with chief information officers rating security higher on
average than other executives. Some researchers have argued that this is partially the
result of increased numbers of reported information security breaches, partially the result
of post 9/11 concerns, and partially the result of a general movement among consumers
to demand increases in security and privacy (Luftman and McLean, 2004).
As organizations have become more conscience of endpoint security risks,
supervisors and IT managers have scrambled to increase their vigilance of employee
information security behaviors (Straub and Welke, 1998). There is a push among IT
professionals to instill a consistent approach to endpoint security through policies and
3

procedures that govern end user computing. Information security management is an
especially challenging area in this respect in that end users are not consistent in their level
of threat awareness, knowledge, or efficacy for effectively controlling their respective
computing facilities. This dynamic is further complicated by the parity among
individuals regarding access privileges, priorities, and motivation. In addition to internal
systems management, this complicates compliance with federal regulations such as the
Health Insurance Portability and Accountability Act (HIPAA) or Sarbanes-Oxley (SOX)
information standards.
It should be noted that there are salient differences between IT security usage and
usage of other information technologies. In contrast to productivity-based technologies
such as email utilities or spreadsheet applications, the benefits associated with security
software are not immediately evident (Warkentin et al., 2004). Rather than providing a
clear functionality for daily workplace activity, the benefits of information security
protocols go largely unnoticed. Information security tools, such as anti-spyware programs
or biometric access controls, provide a means of controlling computing environments or
maintaining a healthy technological baseline from which to employ productivity
enhancing technologies. Therefore, performance benefits may not be explicitly
recognized by end users. In addition, many end users lack the ability to appraise security
risks and identify appropriate countermeasures (Adams and Sasse, 1999; Furnell, et al.,
2002; Siponen, 2001). It is the burden of managers, supervisors, and information security
specialists to understand problems related to endpoint security and to address the sources
of threats in an appropriate manner. Supervisors and managers must also monitor
4

employee adherence to information security protocols which cannot be enforced
electronically. Within the healthcare and financial fields, examples of such protocols
would include maintaining patient confidentiality, not referring to cases by patient names,
restricting access to client information, and not sharing sensitive information over
unsecured communication systems. The enforcement of these rules is difficult because
much depends on the specifics of each context. Thus, it is up to employees’ supervisors
to oversee adherence to such security protocols.
Unfortunately, the information security paradigm is focused on the technical, and
not the behavioral/managerial issues (Zhou and Alves-Foss, 2008). Although such
research is valuable, it is less applicable to the area of ISPC. Information security
protocols may not necessarily be based on specific information technologies, but on
procedures for maintaining information standards independent of technological platforms.
Research aimed at understanding end user adherence to information security protocols,
will provide more incite into this area.

Organizational Citizenship Behavior
OCB is defined as individual behavior that is discretionary, not directly or
explicitly recognized by the formal reward system, and in the aggregate promotes the
efficient and effective functioning of the organization (Organ et al., 2006). The line of
research associated with OCB began in the 1930s, principally guided by a substantial
body of theory and research in social psychology on prosocial behavior (Locke, 1970).
There are many forms of prosocial behavior, such as assisting handicapped persons in
difficult activities, stopping to help someone with a flat tire, or even volunteering for
5

community service. The common thread of such instances is that prosocial behavior is
spontaneously directed toward the benefit of a specific individual (usually a stranger),
with no apparent prospect of extrinsic reward to the person giving aid (Smith et al., 1969).
In one review of the voluminous empirical research on prosocial behavior, it was
found that mood state was the most strongly supported antecedent of such behaviors
(Krebs, 1970). In an experiment of mood state, it was found that individuals who came
upon some piece of good fortune were more likely to help strangers than those who did
not receive any good news (Locke, 1970). From these studies (Krebs, 1970; Locke, 1970),
it may be inferred that mood has an affect on prosocial behavior, such that people who
are in a good mood are more likely to assist individuals in need of help.
Factors other than mood have been found to affect prosocial behavior. Earlier
studies have determined that helping others is a function of how deeply one has
internalized a norm or conviction that it is a person’s duty to provide help when the costs
to the helper are not unreasonable (Krebs, 1970; Organ et al., 2006). Furthermore, in
some research it was determined that people are more willing to offer help when it
appears that others have done so.
There are some questions regarding the motivations associated with OCB. OCB,
like most human behaviors, is caused by multiple and overlapping reasons (Organ et al.,
2006). Individuals help others, in part, for selfish reasons. However, this does not
preclude the possibility that other reasons, such as affiliation (the desire to have positive
relationships with other people), power (the kind of power that comes about from people
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being debt to you for favors), or organization loyalty, also cause citizenship behaviors
(Smith et al., 1969).
There are several terms in the definition of OCB that should be considered more
carefully (Organ et al., 2002). First of all, it is suggested that OCB is discretionary. By
discretionary, it is meant that the specific behavior in a specific context is not an absolute
requirement of the job description (that is, the literal or clearly specifiable terms of the
person’s employment with the organization). Instead, the behavior involves some
leniency regarding personal choice, such that an individual will not be punished if he or
she chooses not to engage in the behavior. The definition of OCB includes actions not
directly or explicitly recognized by the formal reward system of the employing
organization. Employees who go beyond the line of duty to assist in organizational
activities would meet the definition of OCB. However, employees who perform very well
in the tasks they are expected to perform are not exhibiting OCB, to the extent that they
are compensated for their exceptional performance.
This raises the issue of whether OCB must be limited to those actions for which
an individual is not compensated. Organ et al., (2002) point out that over time, a steady
stream of OCB could affect the impression of an individual held by a supervisor or
coworkers. This impression, in turn, could influence the recommendation by the boss to
authorize a salary increase, promotion, or some other incremental job upgrade (such as a
new computer, company car, or increased travel budget).
The important distinction is that such rewards must not be contractually
guaranteed by any formal policies and procedures, and their attainment must be uncertain
7

in terms of time and manner. A person demonstrating OCB may certainly hope that the
behavior eventually brings some returns, but should not expect any specific reward as
promised by written or verbal guarantees. In sum, a person may perform tasks which
qualify as OCB because they represent a discretionary increase to the person’s total
contribution to the organization, and that in the long run the person’s total contribution
leads to rewards such as those previously described (see Figure 1.1).

Altruism

Organizational
Citizenship
Behavior

Compliance

Sportsmanship

Figure 1.1 Common Types of Organizational Citizenship Behaviors
The last part of the definition of OCB requires that in the collective, such
behaviors should promote the efficient and effective functioning of the organization.
Most OCB actions, taken alone, would not have a significant impact in the overall
performance of an organization.
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There are several categories of OCB; the three most common types include
altruism, sportsmanship, and compliance (see Figure 1.1). Altruism denotes an OCB
which is directed toward a specific individual. For example, the target of such behavior
within an organization could be a manager or inexperienced worker. This type of OCB is
a specific individual. Additional examples of altruistic actions include providing informal
guidance to newly-recruited personnel or helping others catch up when they fall behind.
A second type of OCB is sportsmanship. This form of OCB is concerned with
things people choose not to do, such as complaining when things don’t seem fair, railing
against managers’ decisions, or appealing every possible decision made by one’s
supervisor. Sportsmanship is an important type of organization citizenship behavior
because it conserves the resources of managers. When management is free to focus on
more critical issues, the organization becomes more competitive.
Compliance is another type of OCB which is not directed at helping a specific
employee, but is directed at the organization as a whole. Compliance behaviors could
include very low absenteeism, volunteering for night shifts, or checking to ensure that
customer data are properly secured. This generally entails an adherence to the spirit of an
organizational protocol, as well as the specifics of the rules or governance structures.
Of the different types of OCB, compliance is most closely aligned with
information security protocol adherence. Individuals may have some discretion
concerning the degree to which they adhere to procedures designed to secure
organizational information resources. In some cases, stricter adherence may be necessary,
while others may call for less stringency in the application of information security
9

protocols. Thus, for this research, the dependent variable, ISPC, represents a specification
of compliance to information security. Several independent predictors have been
identified. These predictors include job satisfaction, affective commitment, POS, and
social influence.
Job Satisfaction
The potential linkage between job satisfaction and performance was considered in
earnest in the 1930s, coinciding with the Hawthorne experiments (Kornhauser, 1930) and
the ensuing human relations movement. The major contribution of this era of research
was the identification of the link between employee attitudes and performance,
(Roethlisberger, 1941).
In the next two decades, a number of studies explored the relationship between
job satisfaction and job performance. Several improved scales for measuring job
satisfaction were constructed; the major debate concerned the use of global versus
component measures of OCB (Brayfield and Rothe, 1951). Following the development of
parsimonious scales, much emphasis was directed toward understanding the relationship
dynamics among job satisfaction and job performance. Using these improved measures, it
was repeatedly found that the path from job satisfaction to job performance was
supported (Judge et al., 2001, Locke, 1981).
Organizational Commitment
Over the past twenty five years, a great deal of attention has been directed toward
the study of organizational commitment (Mowday et al., 1982). As with other
10

organizational psychology constructs, commitment has been conceptualized and
measured in a number of different ways. A thread common to all the past
conceptualizations of commitment is a link with one specific type of job performance turnover; employees who are strongly committed are those who are least likely to leave
the organization. Although this similarity is important, the differences between the
various conceptualizations of commitment may be even more important. These
differences involve the psychological state reflected in commitment, the antecedent
conditions leading to its development, and the behaviors (other than remaining) that are
expected to result from commitment.
One popular model of organizational commitment is comprised of three unique
components (Meyer and Allen, 1987). The three components were called ‘affective’,
‘continuance’, and ‘normative’ commitment. A common thread among these approaches
is that the strength of the relationship between the employee and organization has a direct
impact on the job performance, it is clear that the nature of that link differs. Employees
with strong affective commitment remain because they want to, employees with strong
continuance commitment remain because they need to, and those with strong normative
commitment because they feel they ought to do so.
The affective, continuance, and normative components of organizational
commitment should be construed as distinguishable components, rather than different
types of attitudinal commitment. Employees should be able to experience each of the
components to varying degrees. Although the ‘net sum’ of a person’s commitment to the
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organization reflects each of these separable psychological states, affective commitment
is the most used construct in predicting job performance (Organ et al., 2006).
The antecedents of affective commitment to the organization fall into four
categories (Mowday et al., 1982). These categories include personal characteristics, job
characteristics, work experiences, and structural characteristics. As Meyer and Allen
(1987) pointed out, however, the strongest support has been for work experience
antecedents, most notably those experiences that fulfill employees’ psychological needs
to feel comfortable within the organization and competent in the work-role.
Perceived Organizational Support
Social exchange theory has been used to frame the employee-work relationship as
an exchange of effort and loyalty for tangible benefits and social rewards (e.g. Bateman
and Organ, 1983; Mowday et al., 1982; Organ and Konovsky, 1989; Steers, 1977). It is
fairly intuitive that when an individual is treated well by someone, there is an urge for
reciprocity, to return the favorable treatment (Gouldner, 1960). When the employee and
the employer apply the reciprocity norm to their relationship, favorable treatment by both
parties is reciprocated, leading to beneficial outcomes for both.
Within the context of organizational support, there is an assumption that to
determine the organization’s willingness to reciprocate: employees develop global beliefs
about the organization values, its contributions and its concern about their well-being
(Eisenberger et al., 1986; Shore and Shore, 1995). Through this reciprocation, employees
who perceive a high level of organizational support feel assured that the organization will
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provide the necessary help to carry out one’s job effectively and to deal with stressful
situations (George et al., 1993).
Individuals often personify organizations via the actions of salient agents (i.e.
managers or supervisors) (Eisenberger et al., 1991). Actions taken by agents of the
organization are often viewed as indication of the organization’s intent rather than
attributed solely to the agents’ personal motives (Levinson, 1965). Based on the actions
of representative agents, individuals create favorable or unfavorable affects towards the
organization. For example, a manager who thanks an employee for staying late would
create a positive net affect. As a result of such appraisals, employees form judgments of
the degree to which the organization will provide assistance.
The allocation of organizational resources has an impact on employee perceptions
of organizational support (Eisenberger et al., 1991). Organizational resources received
from superiors are more highly valued if they are based on discretionary choice rather
than circumstances beyond the donor’s control. This type of recognition is welcomed as
an indication that the donor genuinely values and respects the employee’s contribution to
the firm (e.g. Blau, 1964; Cotterell et al., 1992; Eisenberger et al., 1987; Gouldner, 1960).
Organizational rewards and favorable job conditions, such as pay, promotions, job
enrichment, and influence over organizational policies contribute more to POS if the
employee believes that they result form the organization’s voluntary actions, as opposed
to external constraints such as union negotiations or governmental health and safety
regulations (Eisenberger et al., 1986; Eisenberger et al., 1997; Shore and Shore, 1995).
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When managers act as organizational agents, the employee’s receipt of favorable
treatment from a supervisor should contribute to POS. The degree to which this
relationship holds is based on the degree to which employees identify the supervisor with
the organization, as opposed to viewing the supervisor’s actions as idiosyncratic
(Eisenberger et al., 2002).
Social Influence
In contrast with the other root constructs, social influence was developed
primarily within the information systems research stream of technology adoption. Used to
assist in the prediction of individual adoption decisions, social influence is defined as the
degree to which an individual perceives that important others believe he or she should use
the new system (Venkatesh et al., 2003). In this sense, social influence differs from other
technology adoption constructs; it is based on perceptions of others, not attributes of an
information system.
Social influence is based on three root constructs: subjective norm, social factors,
and image. Subjective norm, derived from elements of social psychology, is described as
a person’s perception that most people who are important to him think that he should or
should not perform the behavior in question (Ajzen, 1991; Davis et al., 1989; Fishbein
and Ajzen, 1975; Mathieson, 1991; Taylor and Todd 1995). Thompson et al. (1991) used
the term social factors to refer to an individual’s internalization of the reference group’s
subjective culture, and specific interpersonal agreements that the individual has made
with others, in specific situations. The construct image was developed by Moore and
Benbasat (1991) for use in models of information technology diffusion. Image is the
14

degree to which the use of an innovation is perceived to enhance one’s image or status
within a social system.
Social influence has historically referred to a specific behavior, such as adoption
of information technology. However, of its root constructs, subjective norms, has been
used in conjunction with a range of behaviors (Ajzen, 1991; Davis et al., 1989; Fishbein
and Ajzen, 1975; Mathieson, 1991). Furthermore, social influence does not refer to an
individual’s appraisal of a technology, but perceptions of what important others believe
the individual should do (e.g. adhere to informal rules devised to maintain the security of
organizational information). Thus, social influence is herein applied to the context of
ISPC.
Conceptual Research Model
As depicted in Figure 1.2, a conceptual research model was devised to explain
and predict the influence of job satisfaction, POS, affective commitment, and social
influence on compliance with prescribed organizational information security protocols.
Information security protocols, which are steps taken to secure information resources,
range from the highly technical (creating “difficult” passwords) to the procedural (never
leaving sensitive customer information, in printed form, unattended). Such actions form a
collective layer of insulation, securing the organization’s information resources.
The degree of judgment associated with applying information security protocols
leads to its classification as an OCB. As previously described, it is the responsibility of
those individuals charged with caring for sensitive data to appraise situations and
properly apply recommended protocols for securing the organization’s information assets.
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Furthermore, the benefactor of such actions is not typically one individual, but the
organization as a whole. Thus, the specific type of organizational behavior associated
with applying information security protocols is compliance. Therefore, in this research,
the dependent variable is ISPC.
In selecting constructs for predicting compliance behaviors, the extant literature
on OCB and technology adoption was reviewed. Based on the support of the extant
theoretical framework, four predictors of OCB were selected. These constructs include
job satisfaction, POS, affective commitment, and social influence. Each of these
constructs is herein included as an antecedent of ISPC behavior. In addition to the
determinants, three moderators are also included. The first moderating variable is training
recency, the number of months since an individual’s last information security training
session. The other moderating factors are age and gender. The remainder of this section
provides an introduction to the conceptual model developed in this dissertation.
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Job satisfaction has long been viewed as one of the most central attitudes in OCB
theory. Since the early part of the nineteenth century, job satisfaction has played a pivotal
role in predicting compliance behaviors. POS is a relatively less mature organizational
citizenship construct, although it has been applied to a number of different streams with
some success. Furthermore, in previous research, it has been found to be significant in
models of OCB. Affective commitment has previously been found to correlate with the
behaviors of individuals who tend to comply with requests of the organization.
Furthermore, in an earlier study, affective commitment was found to be significantly
correlated with a number of organizational security behaviors (Stanton et al., 2003). In
addition, social influence was derived from the more successful constructs of the social
psychology lineage, such as social norms. Since its inception, it has been widely
supported, especially in the area of information technology-related behaviors (Venkatesh
et al., 2003).
In the proposed theoretical model, the dependent variable is ISPC. In line with the
root construct, organizational compliance behavior, ISPC represents the degree to which
employees could be expected to adhere to organizational information security protocols,
even when they feel that a lack of adherence would not jeopardize their position within
the organization. ISPC is predicted to be influenced by POS, affective commitment,
social influence, and job satisfaction. Furthermore, job satisfaction and POS is posited to
be antecedents of the affective component of organizational commitment.
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Research Questions
The purpose of this dissertation is to develop and validate a predictive model for
organizational ISPC. Several constructs have been identified as candidates for inclusion.
The independent constructs hypothesized to influence information security compliance
are job satisfaction, POS, affective commitment, and social influence. Based on previous
research (e.g., Organ et al., 2006), it is expected that job satisfaction and POS will also be
determinants of affective commitment. This research develops and validates the
associated model by examining the linkage among constructs.
In the pursuit of these goals, four key research questions are posed. The purpose
of each is to explore the relationship between a predictor and the dependent variable. The
first research question concerns job satisfaction. Support for the assertion comes from a
recent meta-analysis of job satisfaction research. Judge et al. (2001) found that the link
between the constructs was significant; that empirical, in addition to theoretical, findings
support the relationship between job satisfaction and job performance, thus:
Are employees who are more satisfied with their jobs more likely to comply with
organizational information security protocols?
There is intuitive appeal in linking organizational commitment to ISPC,
particularly in terms of the affective component: those who are emotionally committed to
the organizational are more likely to maintain security standards. Several studies have
found that employees who are committed to the organization (affectively) will show
heightened performance, reduced absenteeism, and a lessened likelihood of quitting their
job (Meyer and Allen, 1990; Mowday et al., 1982). As such, there is sufficient evidence
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to posit that affective commitment is a significant predictor of OCB, and in particular,
organizational ISPC. Therefore:
Are employees who perceive high affective commitment more likely to comply
with organizational information security protocols?
POS has recently emerged from the organizational behavior literature as a
powerful predictor of behavior within organizations. An employee’s feeling that the
organization supports his or her work has been linked with additional effort and
subsequent improvements in job performance. Furthermore, POS has also been found to
influence the affective component of organizational commitment (Eisenberger et al.,
2002). In other words, when an employee feels that an organization will support his or
her work, there is a tendency to develop feelings of commitment to the organization, and
so:
Are employees who perceive high organizational support more likely to comply
with organizational information security protocols?
Social influence is a recent contribution to the information systems research
stream for technology adoption. An employee’s perception that important others think a
behavior should be taken is important; a predecessor to social influence, social norms,
was derived from social psychology to explain the impact of this influence (Thompson et
al., 1991). Thus, when an employee feels that important others think he or she should
comply with security protocols, he or she will exhibit increases in the degree of
compliance with organizational information security protocols, thus:
Are employees who perceive high social influence more likely to comply with
organizational information security protocols?
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Research Methods
The purpose of this research is to develop and validate a model for predicting
compliance with organizational information security protocols using work-related
attitudes. Thus, it was necessary to capture work-related attitudes from employees in high
information security environments, and assess the correlation between their attitudes and
their compliance with organizational information security protocols.
A critical element in the success of this research is the selection of an appropriate
sample. Several factors were considering when selecting the sample pool. First it was
determined that subjects should interact with sensitive information on a regular basis. In
addition, they should have responsibility for the security of the information, and have at
least a moderate degree of discretion concerning the application of information security
protocols designed to protect organizational information resources.
Three institutions in the finance industry were selected for inclusion into the study.
The financial services industry was selected for several reasons. Within this field,
employees interact with sensitive data on a regular basis. From tellers to vice-presidents,
the majority of employees within the selected institutions require access to confidential
information, including customer and account information. Furthermore, they have
responsibility for maintaining the security of customer information. Finally, the
employees are given extensive training in the area of information security, and have some
latitude in the application of security measures.
Three additional institutions in the healthcare field were also included in the
dissertation. As with the financial sector, the healthcare industry is subject to a number of
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federal regulations governing the handling and security of patient data. Furthermore,
employees interact with sensitive information on a regular basis. In additional to federal
oversight, healthcare organizations also implement their own information security
standards and protocols. Also, workers in the healthcare field are given extensive training
on information handling and privacy on a regular basis.
A paper-based survey instrument, composed of items for operationalizing job
satisfaction, affective commitment, social influence, and POS was distributed to
employees of selected financial and healthcare institutions. To avoid any of the biases
that occur in self-reporting dependent variables, each employee’s degree of compliance
with information security protocols was rated by his or her supervisor. Once employee
surveys and supervisor ratings were completed, employee attitudes were compared with
their compliance behavior, as reported by their supervisor.
Following data collection, a factor analysis was conducted in order to assess the
discriminant validity and the development of latent variables. Once it was determined
that the constructs were adequately represented in the resultant factors, a series of
structural equation models were developed to assess the structural paths among variables.
The results of this analysis were used to evaluate the hypotheses and draw conclusions.
Contributions
The need for improved information security has never been more salient.
Unfortunately, improved information security is increasingly difficult to attain. Increased
access to sensitive information among lower ranking employees, the infusion of
contractors into the organization’s trusted zone, and the relatively wide diffusion of
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laptops and other mobile computing devices have correlated with the increases in
organizational information security breaches. In addition, some of the most critical
information security procedures are of a low-tech nature, and cannot be managed through
information technology. For example, it is possible to programmatically control the
strength of a password, but it is impossible to determine whether an individual writes his
or her password on a computer monitor.
The remedy for such information security breaches is increasingly of a managerial
nature. In order to affect improvements in security, non-technical issues must be
considered. Managers must understand the relationship between their employees’
attitudes and their security-related behaviors. Furthermore, supervisors must predict the
degree to which employees will adhere to information security protocols, based on workrelated attitudes. Finally, they must develop tactics for affecting attitudinal changes
among their employees.
Organization of the Study
This dissertation is organized into five chapters with appendices. Chapter II
comprises the literature review, model, and hypotheses. First, a literature review covers
the conditions which lead a member of an organization to comply with organizational
information security protocols. Second, a discussion about the empirical links between
organizational citizenship and endpoint security follows. Third, conceptual models and
hypotheses are developed. Chapter III describes the methodology of the study. First, the
research design, the unit of analysis and the sources of data are discussed. Second, the
measures used in the study are described. Third, the data analytic techniques used to test
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the hypotheses are discussed. Chapter IV presents the analysis of the data collected for
the study as it is presented in Chapter III. The analysis includes the results of the
hypotheses’ testing as well as the discussion of research findings. Chapter V summarizes
the research conducted in this study. The chapter includes the theoretical and empirical
limitation of the study as well as contributions to the OCB and information security
literature. Finally, the fifth chapter concludes with implications for academic research
and practice, and recommendations to consider in future research to advance the state of
knowledge in related areas.
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CHAPTER II
LITERATURE REVIEW, MODEL, AND HYPOTHESES
The purpose of this chapter is to review the extant literature which supports the
constructs and research model. First, the background literature on organizational
citizenship behavior (OCB) is reviewed. The determinants, job satisfaction, affective
commitment, and perceived organizational support (POS) are based on this research
stream; their supporting literature is reviewed next. The technology adoption research
stream is then explored, and the social influence construct is described in further detail. In
addition, the moderating variable training recency is also addressed. After the
background literature and constructs are discussed, the research model is described in
more detail. Theoretical support for each of the paths from the determinants to the
dependent variable is given, and associated hypotheses are conveyed. In addition,
hypotheses concerning the influence of the moderators on the aforementioned
relationships are stated.
Organizational Citizenship Behavior
Following the introduction given in the previous chapter, the purpose of this
section is to discuss OCB in more detail, including its conceptual definition and
measurement. In particular, this section explores the various components of OCB. Two
components of citizenship behaviors are discussed. The first is altruistic behavior.
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Actions which fall into this category include behaviors which help the organization in
general but are not aimed at helping a specific individual. Compliance falls into this
category. The second type of OCB is helping, which focuses on assisting specific
individuals with their work.
Specific Behaviors
Table 2.1 provides a list of items frequently identified by managers as examples
of OCB. Examples of such items represent actions that managers appreciate, because
such actions either enhance effectiveness and efficiency or make the manager’s job easier.
It should be noted that these items are tasks which cannot easily be enforced, furthermore
it is not possible to promise specific or immediate incentives to employees for performing
them.
Of the original list of items, a scale was eventually constructed and validated by
Smith et al. (1983). After developing the scale, Smith (1983) asked a group of evening
MBA Students (generally fulltime working professionals) to respond to the items while
considering a specific subordinate or coworker, using that individual as a basis for rating.
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Table 2.1 Measures of Organizational Citizenship Behavior

Measures of Organizational Behavior
1.
2.

Helps other employees with their work when they have been absent.
Exhibits punctionality in arriving at work on time in the morning and after
lunch and breaks.
3. Volunteers to do things not formally required by the job.
4. Takes undeserved work break. (R)
5. Takes the initiative to orient new employees to the department even though it is
not part of his or her job description.
6. Exhibits attendance at work beyond the norm (for example, takes fewer days
off than most individuals or fewer than allowed).
7. Helps others when their workload increases (assists others until they get over
the hurdles).
8. Coasts toward the end of the day. (R)
9. Gives advance notice if unable to come to work.
10. Spends a great deal of time in personal telephone conversations. (R)
11. Does not take unnecessary time off work.
12. Assists me with my duties.
13 Makes innovative suggestions to improve the quality of the department.
14. Does not take extra breaks.
15. Willingly attends functions not required by the organization but that helps its
overall image.
16. Does not spend a great deal of time in idle conversation.
Source: Smith, C.A., Organ, D.W., and Near, J.P. (1983) Organizational citizenship
behavior: Its nature and antecedents. Journal of Applied Psychology, 68(3), 653-663.
As a result of the study, an analysis of the factor loadings indicated support for
two separate factors. The first factor was concerned with helping specific persons within
the organization. The items comprising this factor (Smith et al., 1983) clearly denote a
type of OCB that is directed at a specific individual – usually a coworker, but sometimes
the supervisor or a customer. Therefore, the target of the OCB, the immediate beneficiary,
is a person. This factor includes items such as helping a new worker learn the job or
helping an overloaded coworker catch up with the workflow or solve a problem. The
second factor was referred to as altruism.
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The second type OCB factor, altruism, consisted of items that contributed in an
impersonal and generalized fashion to the group, department, or organization, but did not
have the immediate effect of helping a specific person. A few examples of altruistic
behavior includes arriving on time or early for work or for meetings, for excellent
attendance at business functions, and refraining from unnecessary breaks and idle
conversations do not appear to help any specific individual (although one could make the
case that such behavior does, at least indirectly, help the supervisor or manager). The
common thread among all these altruistic behaviors is a particularly high order of
compliance with the constraints upon individuals necessary to make a cooperative system.
In a study conducted to analyze the composition of OCB, specifically to
determine whether helping and compliance were really empirically distinguishable from
each other and whether both were really empirically distinguishable from what people do
to carry out their specific job duties, it was found that independent dimensions exist.
Using data collected from MBA students, Smith et al. (1983) found empirical support
that the best model assumed three different factors.

Multiple Components
Regarding the existence of multiple components, there is intuitive appeal to
compartmentalizing OCB into two factors: helping and compliance. By helping, there is
some diversion of productive energy away from one’s assigned work, however, the
tradeoff in keeping the organization running smoothly more than makes up for this
(Organ, 2006). Thus, the sacrifice in output is small in comparison to the gain in
another’s productivity.
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OCB in the form of the compliance factor also contributes to organizational
effectiveness. For example, working more efficiently results in decreases in required
human resources, which lower costs in contracting for labor. An increase in productivity
can be obtained when less time is spent in excessive breaks, surfing the internet, and textmessaging. When more employees conserve and protect organizational resources, the
resources can be used expended more efficiently, often resulting in a significant cost
savings. This is of interest to employees who see the future of the organization tied to
their own personal well-being (Bateman, 1983; Naylor et al., 1980; Smith et al., 1983).
Social Exchange
The extant literature on OCB suggests that a substantial portion of the exchange
between employees and organizations, and among individuals within organizations,
occurs in the context of “social exchange theory” (Blau, 1964). As shown in Table 2.2,
there are several defining conditions of social exchange.
Table 2.2 Conditions for Social Exchange Theory

Defining Conditions for Social Exchange
1. Voluntary actions are expected to be reciprocated.
2. The manner of reciprocation is unspecified.
3. There must be trust that the other party will reciprocate
Source: Blau, P.M. (1983) Developing and testing a taxonomy of lateness behavior.
Journal of Applied Psychology, 79(4), 959-970.
Individuals’ voluntary actions are motivated by the reciprocation they expect and
typically do get from others. The other party is obligated to reciprocate a benefit
voluntarily. However, the reciprocation is not defined in form, degree, or time of
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reciprocation, or consequence. In a social transaction, both parties have exchanged a
variety of benefits or contributions, although neither party can reckon whether the net
balance is one requiring the receipt or giving of additional contributions. There is an
element of trust in social exchanges. There must be some trust that the other party will
return the favor.
In order for social exchange in the employment relationship to continue, the
employee must have an expectation that there is some degree of fairness within the
organization. This is the idea that, within a fair system, over the long run, somehow
things work such that contributions, no matter how humble, do not go unrewarded. The
point here is that the employee does not expect that every altruistic action will be
rewarded, but, that over the long run his or her benevolence will be justly repaid.
In short, OCB encompasses a mature stream of research, taking root in the early
part of the previous century. The definition of OCB includes voluntary behaviors taken to
assist an individual or the organization in general. Part of this definition implies that
multiple types of OCB exist. Altruism, or helping, includes actions taken to help the
organization in general. Compliance behavior would be included within this type of
citizenship behavior. The other factor is focused on helping specific individuals within
the organization. Finally, social exchange theory was incorporated into the discussion of
OCB, principally to lay the groundwork for why individuals undertake such behaviors.
Job Satisfaction
Job satisfaction is arguably the most mature and most widely supported workattitude constructs within the field of OCB. As early as the Hawthorne experiments,
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which occurred approximately eighty years ago, job satisfaction was considered when
studying the determinants of improved job performance. By the early 1950s, multiple
definitions and measures for job satisfaction were validated. By the seventies, a debate
regarding the effectiveness of global versus component measures of job satisfaction was
raging. Toward the mid eighties, a number of studies regarding the relationship between
job satisfaction and job performance had been conducted. The results of the studies of
were mixed. In some models, job performance was predicted to lead to job satisfaction, in
other cases, the relationship was reversed. By the early part of the current century, several
meta-analyses were conducted, and the relationship between satisfaction and performance
was found to supported, particularly when global measures of job satisfaction were used.
Table 2.3 Job Satisfaction Research

Era
1920s 1940s
1950s –
1960s
1970s –
1980s
1980s –
present

Advancement

Seminal Works

Hawthorne experiments consider workrelated attitudes while explaining
performance improvements.
Job satisfaction becomes a mainstream
research topic. A number of construct
definitions are measures are created.
Discussion of global versus component
measures for job satisfaction.
Standardization in construct definition
Analysis of the relationship between job
satisfaction and job performance.

Roethlisberger, 1939
Hoppock, 1935
Brayfield and Rothe, 1951
Porter and Lawler, 1968
Locke, 1970
Judge et al., 2001
Keaveny and Nelson, 1993
Shore and Martin, 1989

The following section provides a look at contemporary literature in the job
satisfaction research stream. Although literally dozen of articles deserve mention, it is
only possible to review those which are most salient towards the current study. In an
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attempt to represent this phases in this research stream, attention was given recent articles,
although a number of other articles received some degree of mention.
Contemporary Studies
By the turn of the century, the relationship between job satisfaction and job
performance was a common point of discussion in organizational behavior research. At
this time, a project was undertaken to provide clarity regarding this phenomenon (Judge,
et al., 2001). The researchers identified seven models describing the relationship between
job satisfaction and job performance. They used data garnered from a meta-analysis of
previous studies to test hypotheses. Although all seven of the models were explored in
Judge’s research, only the first three are pertinent to this review. They are described in
the following paragraphs.
A graphical depiction of the relationship between job satisfaction and job
performance is provided in Figure 2.1. These theoretical perspectives previously have not
been reviewed together. It should be noted previously, the most dominant methodology
has involved the concurrent investigation of these two variables. In such studies,
employees are asked about current satisfaction levels, and these responses are correlated
with supervisory assessments of job performance or even organizational performance
records.
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Model 1

Job Satisfaction

Job performance

Model 2

Job Satisfaction

Job performance

Model 3

Job Satisfaction

Job performance

Figure 2.1 Models of the Relationship between Job Satisfaction and Job Performance
Source: Judge, T. A., Thoresen, C.J., Bono, J.E., Patton, G.K., (2001) The job satisfaction
– job performance relationship: A qualitative and quantitative review. Psychological
Bulletin, 127(3), 376-407.
Due to the difficulties associated with conducting such studies in field settings,
very few longitudinal experiments involving third-party dependent variable measures
have actually been conducted. Some of these studies have attempted to increase the
satisfaction-performance correlation in a “real” work setting through some theoreticallyjustified intervention, such as the use of contingent versus noncontingent reward
schedules for performance (e.g. Orpen, 1981, 1982). Other studies have investigated the
effectiveness of organizational interventions on raising levels of both satisfaction and
performance, although the magnitude of the relationship between these two variables was
not the focus of these studies. The following three models have previously been
purported, and, to some extent, have been evaluated using longitudinal data.
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The first model is concerned with the effect of job satisfaction on job performance.
This model posits a causal effect of job satisfaction on job performance. This is probably
the oldest specification of the relationship and is often attributed to the human relations
movement. Consequently, it is theoretically grounded in the broader attitudes literature in
social psychology. The premise that attitudes lead to behavior is a prominent theme in the
literature, and most attitudes researchers assume that attitudes carry with them behavioral
implications. Fishbein and Ajzen (1975), for example, defined an attitude as a learned
predisposition to respond in a consistently favorable or unfavorable manner with respect
to a given object.
Surprisingly, however, only two studies have reported a unidimensional casual
effect of job satisfaction on job performance. In the first study, it was found that job
satisfaction leads to performance with a path coefficient of .12 (ns). A simpler model
provided a much stronger (.29) but still non-significant coefficient (Keaveny and Nelson,
1993). Subsequently, it was found that when regressing the supervisory ratings of job
performance and job satisfaction on organizational commitment, job satisfaction
explained more incremental variance in the performance of professionals than did
commitment (Shore and Martin, 1989). Thus, few studies have posited a unidimensional
effect of job satisfaction on job performance, and the findings of those studies are
inconclusive.
The second model was concerned with the effect of job performance on job
satisfaction. Though attitudinal research, such as the work of Fishbein and Ajzen (1975),
suggested that the link is from attitudes to behavior, this view has not gone unchallenged.
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Two researchers reviewed several theories in social psychology that argue attitudes
follow behavior; these theories tend to be completely independent of the planned
behavior models that dominate attitude to behavior research (Olson and Zanna, 1993). It
appears that the theoretical rationale for the performance to satisfaction relationship is
also quite different from the basis of the opposite link. Although there are differences in
these explanations, broadly construed the performance to satisfaction model is derived
from the assumption that performance leads to valued outcomes that are satisfying to
individuals.
Some expectancy-based theories of motivation stipulate that satisfaction follows
the rewards produced by performance (Naylor, Pritchard and Ilgen, 1980; Vroom, 1964).
They argue that performance would lead to job satisfaction through the provision of
intrinsic and extrinsic rewards. A well-accepted organizational behavior scholar, Edwin
Locke (1970), viewed satisfaction as resulting from performance, but in this case
satisfaction was viewed as a function of goal-directed behavior and value attainment.
As in the studies which focus on the effect of job satisfaction on job performance,
results of studies testing the effect of job performance on job satisfaction are inconsistent.
These studies are presumably causal, although this does not necessarily mean that the
associations are proven to be casually valid. Furthermore, in the cases in which job
performance did not have a null effect on job satisfaction, one cannot conclude that no
association exists.
The third model posits that job satisfaction and job performance are reciprocally
related. Models this variety actually have no distinct theoretical foundation. In a sense,
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these models combine the two previously-reviewed approaches. An underlying condition
for the validity of this model is that performance can be both satisfying and, in turn,
caused by satisfaction. Although reciprocal models may be separately justified in each
literature, there is no theoretical evidence for their combination.
Five studies have investigated the possibility of the previously-described
relationship between job satisfaction and job performance. In these studies, job
satisfaction and job performance are related either in a cross-sectional non-recursive
causal model, or in a cross-lagged correlational model. Although the results of these
studies are somewhat inconsistent, four of the five studies suggest a causal effect of job
performance on job satisfaction, and two of the five suggest a causal effect of job
satisfaction on job performance.
The results of Judge’s (2001) study overall meta-analysis of the relationship
between job satisfaction and job performance indicate that the mean true correlation
between job satisfaction and job performance is moderate in magnitude and
distinguishable from zero. Thus, the two constructs are related. Regarding causality, the
researchers argue that it is plausible that job satisfaction causes job performance, and that
job performance, in turn, has an effect on job satisfaction. Furthermore, none of the three
models can be ruled out on the basis of empirical evidence. On sum, it appears that a
reciprocal model would provide the most realistic explanation of the relationship.

Organizational Commitment
Organizational commitment is a widely cited construct in the behavioral science
literature. Although many conceptualizations of organizational commitment have been
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developed, this literature focuses on the three component model described by Meyer and
Allen (1987). The three components, continuance, affective, and normative commitment,
are described in the following paragraphs. All three components are included in the
follow section. However, only affective commitment will be included in the research
model. Several previous studies of OCB have shown affective commitment to be the
most influential component (Colarelli and Bishop, 1990; McGee and Ford, 1987).
Furthermore, affective commitment has been included, along with job satisfaction and
perceived organizational support, in previous studies of employee performance (Brown
and Peterson, 1994; Brown et al., 2008). The following paragraphs introduce
organizational commitment, as described primarily in the work of Allen and Meyer
(1990).
Three Components
In a model of commitment developed recently by Meyer and Allen (1987), three
approaches to organizational commitment outlined: ‘affective,’ ‘continuance,’ and
‘normative’ commitment. Although each of the approaches had a common link between
the employee and the organization, each case differed with respect to the nature of the
that linkage. Employees with strong affective commitment remain because they want to,
employees with strong continuance commitment because they need to, and employees
with strong normative commitment because they feel they ought to do so.
In this operationalization of organizational commitment, it is possible for an
employee to experience each of the three psychological states to varying degrees. One
individual might have both a strong need and a strong obligation to remain with the
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organization, but no actually desire to do so; in other cases an employee might not feel an
obligation, but possess a strong desire to remain. To summarize, a person’s commitment
to the organization, therefore, would register in each of the three components. The next
three sections look at each of the components in more detail.
Affective Commitment: Early studies in organizational commitment suggest that
the antecedents of affective attachment to the organization fall into four categories:
personal characteristics, job characteristics, work experiences, and structural
characteristics (Mowday et al., 1982). Of the four categories of antecedents, the strongest
evidence has been for work experience antecedents, most notably those experiences that
fulfill employees’ psychological needs to feel comfortable within the organization and
competent in the work-role (Meyer and Allen, 1987).
Normative Commitment: The second component of organizational commitment is
based on an employee’s feelings that he or she ought to stay with the organization. The
normative component of organizational commitment will be influenced by the
individual’s experiences both prior to (familial/cultural socialization) and following
(organizational socialization) entry into the organization (Wiener, 1982). For example, an
employee would have a strong normative commitment to the organization if significant
others (e.g. parents, friends) have been long-term employees of an organization and/or
have stressed the importance of organizational loyalty. In terms of organizational
socialization, it is implicitly stated that those employees who believe that the organization
expects their loyalty would be most likely to have strong normative commitment to it.
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Continuance Commitment: The theoretical underpinnings of continuance
commitment of organizational commitment have been developed on the basis of two
determinants: the magnitude and/or lack of investments (or side bets) individuals make
and a perceived lack of alternatives. Much of the support for these factors is based on the
theoretical work of Becker (1960) and Farrell and Rusbult (1981). With regard to
investments, individuals make side bets when they take action that increases the costs
associated with discontinuing another, related action (Becker, 1960). A clear example of
this are the switching costs associated with job skills; employees may invest considerable
time and energy mastering a job skill that cannot be transferred easily to other
organizations. In these cases, such employees are, in a sense, betting that the time and
energy invested will pay off in the end. To achieve payoff from the investment, it is
necessary to continue employment within the organization, thereby utilizing the nontransferable skills they have attained.
Employees may also perceive high costs associated with leaving the organization
if there is a salient lack of alternatives. As with investments, the lack of employment
alternatives also raises the perceived costs associated with leaving the organization
(Farrell and Rusbult, 1981; Rusbult and Farrell, 1983). As such, the fewer viable
alternatives employees believe are available, the stronger will be their intent to remain
with the organization.
Perceived Organizational Support
In this section, POS will be explored in more detail. POS is a relatively less
mature attitudinal construct. Originally developed to measure the degree of employee
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dedication to an organization, POS has also been applied to other contexts within the
behavioral sciences. The following section gives a brief overview of the construct’s
development, definition, and application.
Background
Based on organizational support theory, the development of POS is encouraged
by employees’ tendency to assign the organization humanlike characteristics
(Eisenberger et al., 1986). Actions taken by employees are often viewed as indications of
the organization’s intent rather than being solely based on the individual’s motives.
Based on social exchange theory, it could be argued that resources received from
others carry more value if they are based on discretionary choice rather than
circumstances beyond the giver’s control. These acts are generally considered to be
genuine statements of interest by those who give the resources (Blau, 1964).
Social exchange theory has been used to frame the employee - work relationship
as a trade of effort and loyalty for tangible benefits and social rewards (e.g., Bateman and
Organ, 1983; Mowday et al., 1982; Organ and Konovsky, 1989; Steers, 1977). It is fairly
intuitive that when an individual is treated well by someone, there is an urge for
reciprocity, to return the favorable treatment (Gouldner, 1960). When the employee and
the employer apply the reciprocity norm to their relationship, favorable treatment by both
parties is reciprocated, leading to beneficial outcomes for both.
As with other expectancy theory frameworks, there are two basic requirements for
perceived organization support. One implicit assumption regarding POS is that in order to
determine the organization’s willingness to reciprocate, employees must develop global
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beliefs about the organization’s values, its contributions and its concern about their wellbeing (Eisenberger et al., 1986; Shore and Shore, 1995). A second requirement for POS is
an assurance that the organization will provide assistance in situation in which one’s job
requires help in ofer to effectively and fully deal with stressful situations (George et al.,
1993). A number of studies suggest that organizations are motivated to increase feelings
of POS among employees in order to stimulate citizenship behavior (Eisenberger et al.,
1986). As previously mentioned, employees of the organization are seen as an indication
of the organization’s intent rather than attributed solely to the agents’ personal motives
(Levinson, 1965).
Therefore, certain resources, such as recognition within the organization, or
favorable job conditions such as pay, promotions, job enrichment, and influence over
organizational policies, have a more significant impact on POS if the employee believes
that such offerings result from the organization’s voluntary actions, as opposed to
external constraints such as union negotiations or governmental health and safety
regulations (Eisenberger et al., 1986; Eisenberger et al., 1997; Shore and Shore, 1995).
Thus, when an employee receives favorable treatment from a supervisor, he or she
associates such actions as a symbol of the organization’s support (Eisenberger et al.,
2002). The degree to which this relationship holds is based on the degree to which
employees’ identification of the supervisor as a representative of the organization, as
opposed to viewing the supervisor’s actions as independent of the organization’s view of
the individual.
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In 1990, Eisenberger proposed a number of antecedents of POS, including
fairness, supervisor support, organizational rewards, and job conditions. Furthermore, a
number of consequences were identified, including affective commitment, perceived
fairness, and job performance.
Technology Adoption Research
Having considered the impact of various attitudes on OCB, it is necessary to
consider the interaction between attitudes and information technology usage. Within the
information security realm, voluntary acceptance and adoption is especially important –
implementing controls for ensuring security use has proven especially difficult. Drawing
from several reference disciplines, a voluminous research serves as a basis for research
toward the acceptance and use of technology. Within the context of this research,
however, acceptance and use of recommended IT security protocols dictates the detailed
investigation of theories leading up to and including the Unified Theory for Acceptance
and Use of Technology (UTAUT) (Venkatesh et al., 2003), the most comprehensive
model purposed toward this goal.
Theoretical Models
Based on several competing models found in the psychological, social and
behavioral sciences, UTAUT incorporates a review and synthesis of the leading models’
most significant variables. The eight models from which UTAUT was created include
the following: the Theory of Reasoned Action (TRA); Technology Acceptance Model
(TAM); the Theory of Planned Behavior (TPB); Innovation Diffusion Theory (IDT);
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Combined TPB and TAM (C-TPB-TAM); Motivational Model (MM); Social Cognitive
Theory (SCT); and the Model of PC Utilization. Within the field of IS, the majority of
studies concerning technology acceptance have been guided by the Technology Adoption
Model (TAM) (Davis, 1989). Therefore, overviews of the eight models which were
collectively comprised to form UTUAT are provided, with particular emphasis placed on
TAM.
The Theory of Reasoned Action (TRA), as conceptualized by Fishbein and Ajzen
(1975), provides a simple yet effective model for predicting behavioral intent and
behavior. This theory dictates that individuals’ attitudes and subjective norms influence
their behavioral intent and subsequently their behavior. Despite being conceived for the
context of consumer behavior, specifically behavior under voluntary conditions,
application of the model has become almost universal. It has spread beyond its intended
domain and conditions with much support (Sheppard et al., 1988).
Since its inception, the Technology Adoption Model (Figure 2.2) has served as a
theoretical foundation for a wide range of studies on the dynamics of individual
behavioral intentions; it has supported fields ranging from ecommerce and online
shopping experiences (Shang et al., 2005) to security (Straub and Welke, 1998). For
instance, TAM has been used to provide the foundation for research of the use and
acceptance of electronic commerce by Internet users, and was instrumental in the
synthesis of a model for electronic commerce based TAM models (Keat and Mohan,
2004). Although subsequent articles have sought to improve the Technology Acceptance
Model, researchers frequently revert back the original model. It appears that one of
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TAM’s primary strength lies in its parsimony and its ease of application into other fields
and research streams. While numerous studies have added constructs to the TAM in an
attempt to increase its predictive power, the simplistic nature of the model has endured.
As a means of gauging the degree to which TAM has been cited, the Institute for
Scientific Information’s Social Science Citation Index indicates that since 1999, 531
published research works have cited Davis (1989).
The essence of TAM is in its predictive capabilities. It is used to assess the
likelihood of acceptance and use of information technology among individuals (Davis,
1989). TAM works by establishing the degree to which an individual perceives an
innovation to be easy to use and the degree to which an individual believes the innovation
is also useful, specifically within the context of information technologies (Figure 2.2).
Although perceived usefulness was originally developed for studies of system utilization
(Schultz and Slevin, 1975), it is currently described in TAM as “the degree to which a
person believes that using a particular system would enhance his or her job performance”
(Davis, 1989, p. 320). It has been noted that the importance of perceived usefulness is
very intuitive; if a system does not provide utility to those who use it, then it will not be
implemented (Robey, 1979).
The concept of perceived ease of use was originally developed by Bandura (1982)
to capture the essence of a construct which turned out to be self-efficacy. It was found
that an individual’s expectations of his or her ability to execute actions necessary to cope
with a particular situation influence actual behavior (Bandura, 1982). Perceived ease of
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use was therefore included in TAM, and described as “the degree to which a person
believes that using a particular system would be free of effort” (Davis, 1989).

Perceived
Ease of Use

Intention to
Use

Usage
Behavior

Perceived
Usefulness

Figure 2.2 Technology Adoption Model (TAM)
Source: Davis, F. D. (1989). Perceived Usefulness, Perceived Ease of Use, and
User Acceptance of Information Technology. MIS Quarterly, 13(3), 318-340.
TAM originally included another independent construct, attitude toward use, as a
determinant of usage behavior. Adopted from the work of Fishbein and Ajzen’s (1975)
Theory of Reasoned Action (TRA), the construct was later removed from the model in an
effort to maximize parsimony and keep the instrument as brief as possible. The Theory
of Reasoned Action was instrumental in the development of TAM. It provided the basis
for linking belief with attitude, and attitude with intention.
In repeated empirical analyses, the Technology Adoption Model has been
consistently found to explain approximately 40% of the variance in usage intentions and
use behavior (Davis, 1989). Following the inception of TAM, a host of more recent
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studies have commenced to provide improvement in the percentage of variance explained.
Some projects have added additional variables to the original Technology Adoption
Model with surprising positive results.
One outstanding variant of TAM, referred to as the TAM2 model, was developed
by integrating both social influence processes and cognitive instrumental processes
(Venkatesh and Davis, 2000) (Figure 2.3). Via the integration of additional variables,
including subjective norm, image, job relevance, output quality, and result
demonstrability, TAM2 was able increase variance explained by almost a quarter, to
ultimately account for up to 60% of the variance in perceived usefulness, which
subsequently drives usage intent (Venkatesh and Davis, 2000).
The construct, subjective norm, was found to exhibit a more profound affect on
usage intentions than perceived usefulness and perceived ease of use in a mandatory
environment. Subjective norm was first considered within the context of the TRA
(Fishbein and Ajzen, 1975); subjective norm represents an individual’s perception that
the majority of people of importance to him or her support a particular behavior in
question. In tests, however, the impact of subjective norm was found to degrade over
time, especially as end users became more adept at interacting with the information
technology (Venkatesh and Davis, 2000).
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Figure 2.3 Technology Adoption Model 2 (TAM2)
Source: Venkatesh, V., and Davis, F.D. (2000). A Theoretical Extension of the
Technology Acceptance Model: Four Longitudinal Field Studies. Management Science,
46(2), 186-204.
The Theory of Planned Behavior (TPB) was built on the basis provided by TRA
by including perceived behavioral control in the model. Within the realm of information
systems, the TPB has applied to several studies with much success at predicting
individual acceptance and technology usage. In one instance, TPB was used to explain
and predict the decisions made by executives concerning the acceptance of technology
within small business (Harrison et al., 1997). Further efforts in this research culminated
in a Combined Model of TPB and TAM (C-TPB-TAM). This combined model extended
the variance explained over and above TAM and TPB in the context of small business
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decisions concerning web technology (Riemenschneider et al., 2003). More importantly,
it this extension represented a combination of theories deriving from the TRA and TPB.
Additional theories, adopted from behavioral psychology and sociology have also
been considered for inclusion into technology adoption models. One of the more common
models, the Motivational Model (MM), explored the possibility of using extrinsic and
intrinsic motivation as determinants of an individual’s behavior. Within the information
systems context, the Motivational Model was used to help explain behavioral intent
toward computer use in the workplace (Davis et al., 1992). The effect of mood on
technology adoption and usage has also been considered. Venkatesh and Speier (1999)
determined that an individual’s intrinsic motivation toward the use of a new technology
could be affected by his or her mood during training exercises. Following Trandis’s
(1977) research in human behavior, utilization of information systems has also been
considered. Thompson et al. (1991) found that responses from knowledge workers within
a multinational organization determined the factors that were significant in shaping the
degree to which personal computers were utilized. The outcome of this study gave weight
to the constructs job-fit, complexity, long-term consequences, affect toward use, social
factors, and facilitating conditions as determinants of behavior. Subsequently, the model
known as the Model of PC Utilization (MPCU) was developed and supported.
Social Cognitive Theory, as described by Bandura (1986), was applied by
Compeau and Higgins (1995a, 1995b; Compeau et al., 1999) to the information
technology acceptance domain. After exploring the relationship between an individual’s
affects and his or her behavioral outcomes, it was determined that significant
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relationships existed between self-efficacy, personal expectations, and performance
expectations (Compeau and Higgins, 1995b).
Another influential area of behavioral research stems from innovation diffusion
theory. Drawing from the field of sociology, Innovation Diffusion Theory (IDT) has
provided a solid theoretical basis for research on individuals’ perceptions toward the
adoption of information technology. In 1991, Moore and Benbasat developed a
conceptual model which integrated IDT within the context of information system
acceptance. Constructs supported in the model included relative advantage, ease of use,
image, visibility, compatibility, result demonstrability, and voluntariness of use.
Collectively, they were found to be key determinants of initial adoption and use.
Often considered the most comprehensive model of technology adoption, and
building on the findings of eight leadings models, the Unified Theory for the Acceptance
and Use of Technology (UTAUT) (Venkatesh et al., 2003) explains an unprecedented
amount of variance in the dependent variable (Figure 2.4). As with previous models of
technology adoption, UTAUT emphasizes the factors which shape behavioral intent and
behavior outcomes toward a new technology. Empirically, the Unified Theory for the
Acceptance and Use of Technology has been demonstrated to predict up to 70% of the
variance in an individual’s intention to adopt relatively innovative technologies.
Although UTAUT has been shown to demonstrate much in the way of explanatory, it has
been regarded as a bit unwieldy; it’s associated instrument consists of approximately
thirty scale items.
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The UTAUT is comprised of independent variables, including performance
expectancy, effort expectancy, social influence, and facilitating conditions. The model
also includes behavioral intention and behavioral outcome as dependent variables.
Depicted in the model, behavioral intention is shaped by constructs performance
expectancy, effort expectancy, and social influence. Facilitating conditions and
behavioral intention, in turn, have a direct effect on actual system usage. The model also
features several moderators, including gender, age, experience, and voluntariness of use.
The development of these constructs began with a review of constructs from related
models; based on the results of an empirical analysis, four variables were developed. The
constructs’ indicators were based on those items which loaded highest for each item. The
indicators, as with the constructs, were based on the work of earlier studies. The resulting
constructs and their indicators were cross-validated using additional data obtained from a
separate data collection.
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Figure 2.4 Unified Theory of Acceptance and Use of Technology (UTAUT)
Source: Venkatesh, V., Morris, M.G., Davis, G.B., and Davis, F.D. (2003). User
Acceptance of Information Technology: Toward a Unified View. MIS Quarterly,
27(3), 425-478.
Within the research stream which comprises technology adoption, there have been
a number of concerns regarding the applicability of technology adoption to future
research, especially with regards to the dependent variable, adoption behavior (Straub,
Burton-Jones, 2007). It has been empirically demonstrated that initial adoption is not, in
all cases, significantly related to continued use (Bhattacherjee, 2001). In an article on
information system continuance, it was suggested that future use is based on reevaluations of system features, and may explain significant variance (Bhattercherjee and
Premkumar, 2004).
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Social Influence
While the constructs job satisfaction, POS, and affective commitment are based
on OCB, social influence was developed primarily within the information systems stream
of technology adoption research. Developed to provide an increased understanding of
technology adoption decisions among end users, social influence is defined as the degree
to which an individual perceives that important others believe he or she should use the
new system (Venkatesh et al., 2003). In this sense, social influence is unlike other
constructs from technology adoption; it focuses on perceptions of others, not perceptions
of the technology. It is because of this difference that social influence is included in this
dissertation.
Social influence is derived from three basic elements, including subjective norm,
social factors, and image. Subjective norm, derived from elements of social psychology,
is described as a person’s perception that most people who are important to him think that
he should or should not perform the behavior in question (Ajzen, 1991; Davis et al.,
1989; Fishbein and Ajzen, 1975; Mathieson, 1991; Taylor and Todd 1995). Thompson et
al. (1991) used the term social factors to refer to an individual’s internalization of the
reference group’s subjective culture, and specific interpersonal agreements that the
individual has made with others, in specific situations. The construct, image, was
developed by Moore and Benbasat (1991) for use in models of information technology
diffusion. Image is defined as the degree to which the use of an innovation is perceived to
enhance one’s image or status within a social system.
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Although social influence has historically referred to a specific behavior, such as
adoption of information technology, it can be used in conjunction with a range of
behaviors, such as adherence to information security protocols. This is because social
influence does not refer to an individual’s appraisal of a technology, but to perceptions of
what important others believe the individual should do (e.g. adhere to informal rules
devised to maintain the security of organizational information). Furthermore, the role of
important others has a significant impact on a range of behaviors (Nasco et al., 2008;
Sanchez-Garcia et al., 2008; Kakefuda et al., 2008; Yun et al., 2008). Because of this
distinction, social influence is applicable in predictive models in which the behavioral
outcome does not concern technology adoption.
Training Recency
Training recency is based on an older tenet of social psychology, the recency
effect. This construct is based on the presumption that individuals recall events which
have occurred more recently than events which occurred at a chronologically earlier
date/time (Glanzer and Cunitz, 1966; Einhorn and Hogarth, 1987; Nembhard and
Uzumeri, 2000). In knowledge transfer environments, such as employee development and
training, the effect is frequently cited as a principle from which training plans are
designed and implemented (Toney and Petrini, 1991). Thus, employees are most able to
recall that information which was most recently presented to them.
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Models and Hypotheses
One of the primary purposes of this research is to develop a means for predicting
compliance with organizational information security protocols. In this chapter, a
theoretical base for this study has been developed via the inclusion of two research
streams: OCB, which supports job satisfaction, organizational commitment, and POS,
and technology adoption, which supports the construct social influence. The purpose of
this section is to describe how the constructs are related, and to provide a series of
hypotheses for testing the proposed relationships.
First, a conceptual model is presented and described. Along with the model, the
proposed dynamics among the attitudinal constructs and the dependent variable, security
compliance, are explained and justified. Support for the inclusion of each construct is
then given. The hypotheses regarding each proposed relationship are provided. Next, the
research model, which displays the hypotheses associated with each link, is introduced.
Finally, a concise review of the described conceptual developments is conducted.
Information Security Protocol Compliance
As previously stated, the purpose of this research is to develop a means for
predicting information security protocol compliance (ISPC) prescribed by an
organization. A number of recent publications have indicated that improvements in
organizational information security are a top concern among senior managers,
information systems officers, compliance directors, security auditors, customers, and
other organizational stakeholders (e.g. Gordon et al., 2007).
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Security is clearly on the corporate radar screen. Following information security
breaches at Visa, JC Penny, Sociate Generale, and IBM, legislators have called for
increased vigilance and responsibility on the part of senior managers. Chief executives
are forced to comply with standards such as those described in the Sarbanes-Oxley Act
(SOX). One of the major changes in this act is the requirement that chief executive
officers sign statements indicating that their organization’s reporting is accurate, and that
certain types of data (e.g. sensitive customer information) are secure. As a result,
executives are scrambling to improve organizational information security. In addition,
organizations are hiring consulting firms to improve security. Security standards, such as
those described by COBIT, are becoming a frequent topic in boardrooms. Besides the
newly-enacted punitive risks, executives also face boards of directors when organizations
are not in compliance.
Within the healthcare field, organizations are expected to comply with an
additional set of security and privacy standards described the Health Insurance Portability
and Accountability Act (HIPAA) (Mercuri, 2004). The purpose of this legislation was to
develop electronic standards for electronic records. Specifically, title II of HIPAA defines
numerous offenses relating to health care and sets civil and criminal penalties for them. It
also creates several programs to control fraud and abuse within the health care system. As
such, the healthcare field is also growing in the way of information security, and such
topics will continue to remain relevant for some time.
Another indication of the importance of information security is the phenomenal
rate which organizations implemented chief security officers as an additional means of
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increasing their information assets. Over the past decade, the number of chief security
officers has sky-rocketed. In 1996, the presence of such a corporate officer was rare,
although by 2006, it was rare not to have an individual organization security measures
(Wickman, 2008).
As a result, security breaches result in two types of penalties: punitive sanctions
from governing bodies and economic losses imposed via the stock market. Regulatory
bodies, such as the Securities and Exchange Commission, have imposed increasingly
stringent punishments for failing to meet security standards. Chief executives may be
held liable for such indices in criminal cases, and imposing fines might be imposed on
organizations. Furthermore, civil courts are increasingly willing to hear class-action
lawsuits in which customer privacy has been jeopardized.
The second type of penalty is levied by the open market. Most states require
organizations to release information concerning breaches to customer data. Compromised
corporate secrets or methods lead to losses of competitive advantage. The fallout from
such events can wreak havoc on stock prices, both directly, in terms of massive sellout,
and indirectly, as customers lose faith in organizations and take business elsewhere. At
no other time has information security ever had such an impact on organizational success
or failure.
Why predict security protocol compliance? The vast majority of information
security research projects have focused on the technical aspects of security (e.g. router
protocols, secure networking, or encryption). However, as stated by a number of
information security professionals, the organization’s security is only as good as its
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weakest link (Luftman and McLean, 2004). Trusted individuals, those with access to
sensitive information, may not have the same interests as the managers of the
organization; they may not be motivated to follow information security protocols to the
utmost degree possible. Within certain industries, or even within certain functional
positions, it is not possible to design jobs in which employees do not have at least some
access to sensitive information.
Thus, organizations are left with two possibilities; either hire employees who are
more likely to adhere to information security protocols, or develop means of aligning
employees’ interests with those of the organization. A number of organizations use
screening methods, ranging from paper-based surveys to formal interviews with human
resources directors, to identify traits and attitudes which are key predictors of success
within a functional role. A better understanding of the psychological disposition of
security compliers will assist in employee selection and promotion activities.
Over time, once-happy employees may lose interest in some aspects of their job;
they may even grow to despise their organization. In these cases, the individual poses a
greater security threat. Disgruntled employees account for a significant percentage of
individuals who purposefully compromise organizational information security (Aalberts
et al., 2007). Inadvertently, they also pose another security risk. Factors such as low
satisfaction and weakened organizational commitment may lead employees to perform
just good enough to maintain their current posts. In such cases, the employee is less
interested in going out of his or her way to promote the security of the organization.
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As previously mentioned, some degree of trust is necessary. It is impossible to
monitor all security actions, especially those most critical to the organization’s
infrastructure. For example, certain password requirements can be designated (e.g.
developing “difficult” passwords, changing passwords every month), however it is much
harder to detect instances in which employees write their passwords on their monitors, or
share their access information with unauthorized employees, contractors, or even spouses
and children. Social engineering, the art of tricking an individual into releasing
confidential information, is another non-technical element which has serious effects on
organizational information security.
Given the relevance of information security, the dependent variable in this
research is organizational ISPC. As previously discussed, compliance is OCB which does
not have the effect of helping a specific person, but rather contributes to the organization
in a more general manner (Organ et al., 2006). For this research, the definition of
compliance is instantiated for the context of organizational security. Organizational ISPC
includes exercising discretion when discussing sensitive information, securing passwords
and other access devices, logging off workstations, taking steps to secure sensitive
information, conserving and protecting organizational data, and adhering to informal
rules devised to maintain information security.
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Job Satisfaction
One of the oldest constructs within the organizational behavior paradigm, job
satisfaction has also had a varied, though mainly supportive history in regards to its
prediction of performance outcomes (Agho et al., 1993;Cherrington et al., 1971; Greene,
1973; Judge et al., 2001; Locke, 1969; Nathanson and Becker, 1973; Organ et al., 2006;
Scarpello and Campbell, 1983; Wright, 2006; Wright and Bonett, 2007). For this research,
the definition of job satisfaction is derived from Judge et al., (2001). It is summarized to
state that job satisfaction is a pleasurable emotional state resulting from appraisal of one’s
job.
As previously mentioned, the relationship between job satisfaction and job
performance outcomes has been contested. A recent meta-analysis of the most widelyaccepted studies indicates that (1) there is a significant relationship between job
satisfaction and job performance, and (2) the direction of causality has been supported for
both job satisfaction to job performance, and the reverse (Organ et al., 2006). Further,
reciprocal models, indicating both flows of causality have also been supported (Locke,
1970; Judge et al., 2001). Despite conceptual disagreements concerning the path from
job performance to job satisfaction, the path from job satisfaction to job performance
appears to be more widely supported among organizational behaviorists (Mobley and
Locke, 1970). Thus, the following hypothesis is made:
H1: Job satisfaction has a positive influence on information security protocol compliance
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Perceived Organizational Support
Compared with job satisfaction and organizational commitment, POS is a
relatively less mature construct. There is, however, ample support for a significant
relationship between POS and OCB (Eisenberger et al., 1986; Eisenberger et al., 1990;
Eisenberger et al., 2002; Hutchison and Garstka, 1996; Moorman et al., 1998; Randell et
al., 1999: Rhoades and Eisenberger, 2002). Described as employee beliefs that the
organization cares for and values his or her contribution to the success of an organization,
POS has been specifically supported as predictor of information technology usage (Reid
et al., 2008). Because it is applicability to a range of performance behaviors (Peele, 2008),
the following hypothesis is suggested:
H2: Perceived organizational support has a positive influence on information security
protocol compliance
Affective Commitment
In addition to job satisfaction, a relationship between organizational commitment
and OCBs has been found to be supported in at least fifty articles (e.g. Meyer and Allen,
1990; Herrbach, 2006; Mowday et al., 1982; Tett and Meyer, 1993; Williams and
Anderson, 1991). Organizational commitment is comprised of three components (Allen
and Meyer, 1990), however, only affective commitment is included in this research.
Affective commitment is defined as an employee’s emotional attachment to, and
involvement in the organization. In a study of IT adoption among employees in a state
agency, it was determined that high levels of affective commitment were closely
correlated with technology use (Reid et al., 2008). Research has shown that affective
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commitment is a better predictor of employee actions than many other constructs in cases
concerning OCBs (Thatcher et al., 2002).
H3: Affective commitment has a positive influence on information security protocol
compliance
In addition to its role as an independent predictor of OCB, POS has also been
found to significantly impact affective commitment. Based on the literature on
expectancy theory, there is a reciprocal relationship between POS and various
components of organizational commitment. In a study conducted by Tett and Meyer
(1993), it was implied that the emotional component of organizational commitment is
shaped by an individual’s attitude towards the organization. Further, Rhoades and
Eisenberger (2002) specifically found POS to have a significant relationship with
organizational commitment. Therefore, the relationship is included in the research model
in terms of the following hypothesis:
H4: Perceived organizational support has a positive influence on affective commitment.
In terms of the reciprocal relationship, when an individual feels as though he or
she will be rewarded for his or her extraordinary efforts, an increase in perceived
organization support emerges. In other words, the individual believes that in return for
working hard, the organization will respond positively. Furthermore, when the individual
has high POS, he or she develops increasingly positive affects regarding commitment to
the firm. This is the essence of a relationship based on expectancy theory (Organ et al.,
2006; Rhoades et al., 2002).
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In addition to POS, job satisfaction has also been shown to have a significant
influence on affective commitment (Organ et al., 2006). Both job satisfaction and
affective commitment are based on emotion. Affective commitment is based on the
emotions developed as the result of an appraisal of one’ job. A high degree of job
satisfaction leads to high degrees of affective commitment; dissatisfaction with one’s job
leads to low affective commitment. Thus, this relationship is included in the research
model in terms of the following hypothesis:
H5: Job satisfaction has a positive influence on affective commitment.
Social Influence
In addition to job satisfaction, POS, and affective commitment, social influence is
also included as an antecedent of information security protocol compliance. Defined as
the degree to which an individual perceives that important others believe he or she should
perform a specific action, social influence was derived from the unified theory of
acceptance and use of technology (UTAUT) to predict technology usage among
employees (Venkatesh et al., 2003). Social influence is said to play a complex role in
decisions regarding information technology. Its impact on employee behavior is based on
compliance, internalization, and identification (Venkatesh and Davis, 2000; Warshaw,
1980). Compliance causes the employee to alter his or her behaviors in order to respond
to social pressure, while internalization and identification alter the individual’s belief
structure. Prior research suggests that all three components have an influence on
employee behavior in voluntary settings, and converge upon an intention to perform the
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socially desirable action (Agarwal and Prasad, 1997). Thus, social influence is herein
used to predict endpoint adherence with information security protocols.
H6: Social influence has a positive influence on information security protocol compliance.
Training Recency
Three moderating variables are also included in the research model; these include
training recency, age, and gender. Training recency is measured as the number of months
since an employee’s last information security training or refresher course. This construct
is based on the recency effect, which is a decay in the ability to recall events which
occurred at a chronologically earlier date or time (Glanzer and Cunitz, 1966). Employees
who have taken security refresher courses relatively recently are expected to have a more
vivid recollection of security policies and procedures. When such employees have strong
positive feelings towards the organization, they will be more likely to take actions which
benefit the organization, such as complying with information security protocols (Einhorn
and Hogarth, 1987; Nembhard and Uzumeri, 2000).
H7A: Training recency moderates the relationship between job satisfaction and
information security protocol compliance such that the relationship is stronger when
training is more recent.
H7B: Training recency moderates the relationship between perceived organizational
support and information security protocol compliance, such that the relationship is
stronger when training is more recent.
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H7C: Training recency moderates the relationship between affective commitment and
information security protocol compliance, such that the relationship is stronger when
training is more recent.
H7D: Training recency moderates the relationship between social influence and
information security protocol compliance, such that the relationship is stronger when
training is more recent.
Gender
The second moderator, gender, has been included in a number of previous studies.
Research on gender differences indicates that men are more inclined to focus on technical
aspects of work performance than women (Minton and Schneider, 1980), and, therefore,
are more likely to adhere to OCBs of a technical nature, such as information security
compliance. Such differences in gender roles may be explained by gender schema theory
(Bem, 1981; Bem and Allen, 1974), which suggests that this social phenomenon begins
with social processes reinforced from birth. Within the technology adoption research
stream, Venkatesh et al. (2000) found that respondent perceptions toward various aspects
of information technology were more salient for men than women. This finding was also
supported in a later study within the same research stream (Venkatesh et al., 2003). It is
therefore expected that the relationship between each of the antecedents and ISPC will be
stronger for males and for females.
H8A: Gender moderates the relationship between job satisfaction and information
security protocol compliance, such that the relationship is stronger for males.
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H8B: Gender moderates the relationship between perceived organizational support and
information security protocol compliance, such that the relationship is stronger for males.
H8C: Gender moderates the relationship between affective commitment and information
security protocol compliance, such that the relationship is stronger for males.
H8D: Gender moderates the relationship between social influence and information
security protocol compliance, such that the relationship is stronger for males.
Age
The final moderator, age, has also been included in a number of previous studies.
Several studies on job-related attitudes suggest that younger workers may place more
emphasis on extrinsic signs of organizational loyalty (Hall and Mansfield, 1975; Porter,
1963). Within the area of information technology adoption research, it was found that
employee perceptions of information technology were more salient for younger workers
than for older workers (Morris and Venkatesh, 2000; Venkatesh et al., 2003). In addition,
it was found that increased age has been associated with difficulty in processing complex
stimuli and allocating attention to information on the job (Plude and Hoyer, 1985), which
may be necessary when applying information security protocols to specific circumstances.
Thus, it is hypothesized that the relationships between job satisfaction, perceived
organizational support, affective commitment, social influence and the dependent
variable, ISPC, will be stronger for younger employees.
H9A: Age moderates the relationship between job satisfaction and information security
protocol compliance, such that the relationship is stronger for younger employees.
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H9B: Age moderates the relationship between perceived organizational support and
information security protocol compliance, such that the relationship is stronger for
younger employees.
H9C: Age moderates the relationship between affective commitment and information
security protocol compliance, such that the relationship is stronger for younger
employees.
H9D: Age moderates the relationship between social influence and information security
protocol compliance, such that the relationship is stronger for younger employees.
Chapter Summary
The purpose of this chapter was twofold: first, it was necessary to identify key
attributes of individuals who are most likely to comply with information security
protocols. The chapter began with a look at OCB, and explored altruism and its two
variants: helping others, and helping the organization in general, or compliance.
Predictors of ISPC were also considered. Job satisfaction was reviewed first, followed by
organizational commitment and its three components: affective, continuance, and
normative commitment. Next, POS was briefly introduced. Technology adoption research
was also reviewed, and the construct, social influence, was described.
Next, the relationships among the identified factors were explored in more detail.
Job satisfaction, POS, affective commitment, and social influence were all presented as
determinants of security compliance. Two further relationships were specified; job
satisfaction and POS were hypothesized to be an antecedent to the affective component
of organizational commitment. With these relationships, a series of corresponding
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hypotheses were stated, and a research model was depicted. In addition, three moderating
variables were included: training recency, age and gender.
In the following chapter, the method for evaluating the hypotheses is described,
including the variables, instrument, and procedure for data collection. Chapter four
includes an analysis of the collected data, and gives an indication of the research results.
Finally, chapter five provides a discussion of the experiment and results, and states
concluding comments.

68

CHAPTER III
RESEARCH METHODS
The third chapter provides a discussion of the methods for analyzing the research
model. The chapter begins with a review of the independent and dependent variables
included in the study’s conceptual model. In addition, definitions, literary sources, and
scale items for each variable are provided. Next, a description of the study’s data
collection instrument is conveyed, and the study’s two-phase investigation procedure is
outlined. The preliminary investigative procedure is described first; this includes details
of tests of validity and reliability. Next, a discussion of the primary investigation phase of
this study is provided, including details of the data collection scheme and sampling frame.
Variables
The variables included in this methodology were introduced in the previous
chapter. The dependent variable, information security protocol compliance (ISPC),
represents a specification of organizational compliance behavior to the context of
information security (see Table 3.1). Whereas compliance is an organizational citizenship
behavior (OCB) aimed at improving the organization as a whole, ISPC is defined as
adherence to procedures aimed at securing the organization’s information assets. The
latter definition retains the root of the former; the only difference is that it is targeted
specifically at compliance with prescribed organizational information security protocols.
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For instance, one of the measures of the general compliance variable concerns the
preservation of organizational property; for ISPC, this measure is modified so that it
concerns the protection of organizational data. A second measure of general
organizational compliance regards adherence to informal rules for maintaining order in
the workplace; the information security version refers to informal rules for maintaining
information security. In sum, the information security protocol construct retains the spirit
of the original compliance construct’s definition and measure, while focusing specifically
on information security.
ISPC behavior is herein predicted to be related by four determinants. These
include job satisfaction, organizational commitment, social influence and perceived
organizational support (see Table 3.1). In addition, training recency, gender, and age are
included as moderators of the relationship between the dependent variable and its
antecedents. With the exception of social influence, each of the determinants has been
previously incorporated in conceptual models for OCB, including compliance. In the
following four paragraphs, they are revisited.
Job satisfaction was one of the first constructs devised for research in OCB
(Roethlisberger, 1939). For the purposes of this research, job satisfaction is defined as a
pleasurable emotional state resulting from the appraisal of one’s job (Judge et al., 2001).
Owing to the strength of the relationship between feelings towards one’s work and
compliance behavior, job satisfaction has long demonstrated predictive abilities in the
area of organizational behavior (e.g. Brayfield and Rothe, 1951). On this evidence, job
satisfaction is incorporated in the current study.
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A second construct with a noted relationship for predicting employee behavior,
organizational commitment was developed by Meyer and Allen (1986) to account for an
individual’s dedication towards an organization. Affective commitment is defined as an
employee’s emotional attachment to, identification with, and involvement in, the
organization (Allen and Meyer, 1990). Since its inception, affective commitment has
been used as a predictor of OCB, either as a solo determinant (Meyer et al., 1993) or
paired with related constructs such as job satisfaction (Judge et al., 2001). Based on the
strength of its prior performance, affective commitment is included in this dissertation.
A fairly recent addition to the OCB domain, perceived organizational support
represents worker perceptions of the job environment, specifically support on the part of
the organization’s leaders (Eisenberger et al., 2002). For this research, a previouslyconceived definition is used; perceived organization support (POS) is an employee’s
global beliefs concerning the extent to which the employee’s organization values his or
her contributions and well-being (Eisenberger et al., 1997). POS has previously been
found to influence an individual’s affective commitment and his or her subsequent OCB.
Therefore, POS is included in this research as an independent predictor of ISPC and of
affective commitment.
The final independent predictor is social influence. Derived from the unified
theory for the acceptance and use of technology (UTAUT) (Venkatesh et al., 2003),
social influence is defined as the degree to which an individual perceives that important
others believe that he or she should use the new system. Social influence is a bit unique is
that it does not hail from the OCB research tradition, but from the technology adoption
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research stream. Although it is most commonly used to predict individual behaviors
regarding technology use, social influence is presumed to impact other types of employee
actions relating to information technology, such as information security compliance. The
basis for this assumption rests on the construct’s development. Social influence was
derived from elements of social psychology; none of which had an exclusive application
domain (Ajzen, 1991; Fishbein and Ajzen, 1975). Because of its demonstrated predictive
capabilities, social influence is also included as an independent determinant.
In addition to the independent predictors of ISPC, several factors are also
included as moderators. Chief among these is training recency. Training recency
encapsulates the theory of recency effect; that individuals recall events which occurred
more recently than those which occurred at a chronologically earlier period (Glanzer and
Cunitz, 1966). It is assumed that employees with more recent information security
training will have a more vivid recollection of the effects of poor information security
than those with less recent training. Furthermore, the relationship between work-related
perceptions and information security compliance behavior will also be stronger for with
more recent training.
Besides training recency, gender and age are also included in the research model.
Both constructs have been supported as moderators in the technology adoption and OCB
research streams (e.g. Venkatesh et al., 2003; Bateman and Organ, 1993).
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Table 3.1 Constructs and Definitions
Construct

Definition
Employees’ global beliefs concerning
the extent to which their organization
values their contributions and cares
about their well-being (Eisenberger et
al., 1986).

Perceived
Organizational
Support

Job Satisfaction

A pleasurable emotional state resulting
from the appraisal of one’s job (Judge et
al., 2001).

Social Influence

The degree to which an individual
perceives that important others believe
that he or she should use the new system
(Venkatesh et al., 2003).

Affective
Commitment

An employee’s emotional attachment to,
identification with, and involvement in,
the organization (Allen and Meyer,
1990).

Independent
Variables

Dependent
Variable

Organizational citizenship behavior
aimed at securing organizational
information resources (adapted from
Organ et al., 2006).

Information Security
Protocol Compliance
Behavior

Instrument Design
Fortunately, a number of previously-validated measures exist for operationalizing
the constructs. With the exception of the dependent variable’s measures (which were
adapted to fit the context of ISPC) and social influence’s measures (which were modified
to reflect information security protocol adherence instead of information system use), the
measures were used in their original form. All of the measures for the predictors had been
previously validated and inspected for reliability. Table 3.2 summarizes the scale items
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for each variable. With the exception of the measures for POS, each scale item was
measured using five-point Likert scales. The items for POS used seven-point scales. The
anchors ranged from “strongly disagree” to “strongly agree.”
Regarding the dependent variable, ISPC, it was necessary to modify the existing
measures so they reflected the context of information security (see Table 3.2). Of the
seven indicators, three required only minor changes, while the others required moderate
to significant modification. Although the adapted scale items were subjected to a rigorous
content validity assessment, empirical data were also collected and analyzed as an
additional support for the validity of the modification. If, in a separate EFA, the scale
items for organizational compliance behavior coalesce with the modified items to form
one latent construct, than it can inferred that the scale items modified for the information
security context do measure organizational compliance behavior, albeit within a specific
context.
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Social Influence

Job Satisfaction

Perceived
Organizational
Support

Construct

Source of Scales

1.
2.
3.
4.

People who influence my behavior think I should use the system.
People who are important to me think that I should use the system.
The senior management of this business has been helpful in the use of the system.
In general, the organization has supported the use of the system.

1. 1 feel fairly well satisfied with my job.
2. 1 find enjoyment in my job.
3. Most of the time I have to force myself to go to work. (R)
4. I am seldom bored with my job.
5. I would consider taking another kind of job. (R)
6. Most days, I am enthusiastic about my job.
Source: Venkatesh et al., 2003

1. The organization values my contribution to its well-being.
2. The organization fails to appreciate any extra effort from me. (R)
3. The organization would ignore any complaint from me. (R)
4. The organization really cares about my well-being.
5. Even if I did the best job possible, the organization would fail to notice. (R)
6. The organization cares about my general satisfaction at work.
7. The organization shows very little concern for me. (R)
8. The organization takes pride in my accomplishments at work.
Source: Selection of 6 items from scale developed by Brayfield & Rothe, 1951

Source: Eisenberger et al., 1986, 2002

Table 3.2 Constructs and Measures
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Organizational
Compliance
Behavior

Affective
Commitment

People who influence my behavior think I should comply with information security protocols.
People who are important to me think that I should comply with information security protocols.
The senior management of this business has been helpful in my compliance with information security protocols.
In general, the organization has supported my compliance with information security protocols

1.
2.
3.
4.
5.
6.

Attendance at work is above the norm
Gives advance notice when unable to come to work
Takes undeserved work breaks (R)
Great deal of time spent with personal phone conversations (R)
Conserves and protects organizational property
Adheres to informal rules devised to maintain order

Directions: rate the degree to which each employee complies with security protocols

1. I would be very happy to spend the rest of my life career with this organization
2. I really feel as if this organization’s problems are my own
3. I do not feel a strong sense of “belonging” to my organization (R)
4. I do not feel “emotionally attached” to this organization (R)
5. I do not feel like “part of the family” at my organization (R)
6. This organization has a great deal of personal meaning to me
Source: Williams & Anderson, 1991 – for supervisors

Source: Myer et al., 1993

1.
2.
3.
4.

Modified for information security context

Table 3.2 continued
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1.
2.
3.
4.
5.
6.

Exercising discretion when discussing sensitive information
Securing passwords and other access information
Logging off workstations
Securing sensitive information
Conserving and protecting organizational data
Adhering to informal rules devised to maintain information security.

Directions: Please rate the degree of importance that you associate with each of the following security actions

1. Exercises discretion when discussing sensitive information
2. Secures passwords and other access information
3. Neglects to log off workstations (R)
4. Leaves sensitive information unattended (R)
5. Conserves and protects organizational data
6. Adheres to informal rules devised to maintain information security
Modified for information security context – for employees

Directions: rate the degree to which each employee complies with security protocols

Modified for information security context – for supervisors

Table 3.2 continued

Preliminary Investigation
Prior to the collection of field data, two procedures were conducted to ensure that
the instrument is appropriate, accurate, and reliable for the purposes of this research. The
preliminary tests included a content validity analysis of the dependent variable, as well as
reliability, convergent validity, and discriminant validity tests of the independent variable.
It was necessary to collect data in order to conduct an empirical analysis. Undergraduate
students formed the sample pool for this procedure. Students currently enrolled in an
upper-division information systems course were asked to complete a survey. The
participating organization, Mississippi State University, requires that all students adhere
to information security procedures. Furthermore, the students are required to complete an
information security training seminar via the internet. Once the data were collected, a
number of statistical procedures, including EFA, were conducted to establish evidence of
sufficient validity.
First, a content validity analysis of the dependent variable was conducted. The
dependent variable, ISPC, was adopted from a more general measure of organizational
compliance behavior. As a quality control, it was necessary to ensure that the variable
retains the core elements of organizational compliance. A panel of four independent
judges was organized to perform a content validity assessment. Judges were selected on
the basis that they are comfortable with the subject domain and have experience in scale
item development and validation.
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Instrument Content Validity
Content validity seeks to establish that the instrument completely and accurately
represents the behavioral domain (Lawshe, 1975; Straub et al., 2004). The purpose of
this step is to identify measures which are integral components of the represented concept,
while not including those which may cause measurement error (Alreck and Settle, 1995).
Some subjectivity is inherent in this process, although it does provide an increased level
of assurance that the scales are appropriate for their respective constructs (Straub et al.,
2004). With content analysis, it may be necessary to conduct several iterations of the
instrument based on feedback from an expert panel in order to arrive at highly valid
instrument (Straub, 1989; Straub, 2004).
Job satisfaction, affective commitment, POS, and social influence were not
significantly modified; thus, they were not included in the content validity assessment.
The focus of this exercise was on the dependent variable. Effort was made to ensure that
ISPC represented only a specification of the organizational compliance construct to the
area of information security, and not a completely new construct.
As recommended in the relevant literature, content validity was established
through a panel of three representative practitioners from the healthcare and financial
industries. The panel included a compliance officer, an information systems director, and
an information security analyst. Each individual assessed the degree to which the
measures accurately and completely reflected information security compliance at their
respective organizations. Based on the recommendations of the panel, two survey items
were modified.
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A second panel was then convened. This group consisted of doctoral students and
professors from the Department of Management and Information Systems and the
Department of Marketing, Quantitative Analysis and Business Law at the Mississippi
State University. These panel members have extensive experience in conducting survey
research and assessing content validity. Following a review of the dependent variable,
ISPC, the panel made several suggestions to improve the instrument in terms of the order
and language of the items and in the wording of the scales. The instrument was revised.
Prior to collecting data and conducting statistical analyses, one final step was
taken. It was necessary to determine whether the constructs are formative or reflective.
By comparing the constructs and their indicators against the four decision rules specified
by Petter et al. (2007), it was determined that the constructs are reflective. First, the
direction of causality is from the constructs to the indicators. Second, the indicators for
each construct were interchangeable; dropping one indicator would not change the
conceptual domain of any of the constructs. Third, the indicators for each construct were
expected to covary with each other. Finally, the indicators for each construct had the
same antecedents are consequences. Because each of the reflective decision rules were
upheld all the constructs, it was determined that the model was reflective. Therefore, the
analysis followed standard protocols for validity and path testing.
Construct Validity and Reliability
To further ensure that the instrument items are representative of their respective
constructs, a series of validity assessments were conducted. An independent sample of
approximately 400 undergraduate students from the College of Business at Mississippi
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State University was asked to complete the questionnaire. The responses were analyzed
using PCA. Component loadings were examined to ensure that items loaded cleanly on
those constructs to which they are intended to load and do not cross-load on constructs to
which they should not load (Straub et al., 2004). Among information systems researchers,
convergent validity is generally demonstrated if the item loadings are in excess of 0.70 on
their respective factors. Discriminant validity is demonstrated if the factor loadings are
less than 0.40 on unintended factors (Gefen et al., 2000).
It should be noted that the use of principal components analysis to perform tests
of convergent and discriminant validity has limitations (Nunnally and Bernstein, 1994).
Although the majority of research in the field of IS utilizes factor analysis as a method for
construct validity testing, true validity tests are theory driven. Factor loadings for an item
only provide a correlation of that item with other items, with no ability to define a
construct. Therefore, care must be taken when interpreting the results of exploratory
factor analysis.
Main Investigation
Following the analysis of the research instrument, the primary phase of the
investigation was undertaken. The hypotheses, as depicted in Table 3.3, were assessed.
As a means of testing the hypotheses associated with the research model, the structural
equation modeling (SEM) approach was utilized. Within the realm of information
systems research, structural equations modeling has been found particularly appropriate
for testing theoretically justified models because it provides for simultaneous evaluation
of measurement quality as well as the causal relationships between constructs (Bentler
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and Bonnett, 1980; Bhattacherjee, 2001). SEM techniques provide for more rigorous and
flexible testing of complex predictive models than comparable multiple regression
techniques (Kelloway, 1998).
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Table 3.3 Hypotheses and Structural Relationships
Hypothesis

Structural Relationship

H1

Job satisfaction has a positive influence on information security protocol
compliance

H2

Perceived organizational support has a positive influence on information
security protocol compliance

H3

Affective commitment has a positive influence on information security
protocol compliance

H4

Perceived organizational support has a positive influence on affective
commitment

H5

Job satisfaction has a positive influence on affective commitment

H6

Social influence has a positive influence on information security protocol
compliance

H7A

Training recency moderates the relationship between job satisfaction and
information security protocol compliance such that the relationship is
stronger when training is more recent.

H7B

Training recency moderates the relationship between perceived
organizational support and information security protocol compliance
such that the relationship is stronger when training is more recent.

H7C

Training recency moderates the relationship between affective
commitment and information security protocol compliance such that the
relationship is stronger when training is more recent.

H7D

Training recency moderates the relationship between social influence and
information security protocol compliance such that the relationship is
stronger when training is more recent.

H8A

Gender moderates the relationship between job satisfaction and
information security protocol compliance, such that the relationship is
stronger for males.

H8B

Gender moderates the relationship between perceived organizational
support and information security protocol compliance, such that the
relationship is stronger for males.
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Table 3.3 continued
H8C

Gender moderates the relationship between affective commitment and
information security protocol compliance, such that the relationship is
stronger for males.

H8D

Gender moderates the relationship between social influence and
information security protocol compliance, such that the relationship is
stronger for males.

H9A

Age moderates the relationship between job satisfaction and information
security protocol compliance, such that the relationship is stronger for
younger employees.

H9B

Age moderates the relationship between perceived organizational support
and information security protocol compliance, such that the relationship
is stronger for younger employees.

H9C

Age moderates the relationship between affective commitment and
information security protocol compliance, such that the relationship is
stronger for younger employees.

H9D

Age moderates the relationship between social influence and information
security protocol compliance, such that the relationship is stronger for
younger employees.
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Research Procedure
This research follows a similar approach to previous OCB studies. Individuals
associated with selected organizations studies were asked to complete a pen and paper
survey which contains items for operationalizing the constructs included in the research
model. They were also asked to respond to a few demographic questions, including the
number of months since their most recent security training and their age and gender. In
addition to this information, subjects were also asked to provide their first and last name,
for later matching with supervisors’ ratings.
In terms of the dependent variable, employees’ supervisors were asked to rate the
extent to which their employees comply with information security protocols. For each
rating, a supervisor was asked to write the name of the employee being considered and
indicate the degree to which the employee is in compliance with prescribed
organizational information security protocols.
Employees were guaranteed that their input and identity would be held in strict
confidentiality. Furthermore, there was an understanding among the subjects at
participating institutions that no administrative actions (e.g. firings or punishment) would
follow as a result of employee participation. It should be noted that employees never saw
the ratings supervisors assigned to them, and supervisors never saw their employees’
surveys.
Once all the surveys and the ratings were returned, employee surveys were
matched with supervisor ratings and keyed into the SPSS statistical program. Following
the removal of incomplete surveys, surveys which could not be matched with supervisor
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ratings, and surveys with response sets, a quantitative analysis was conducted. This
assessment began with a principal components analysis (PCA). Results from the tests
were used to gauge the validity and reliability of the survey items. The procedure for the
statistical analysis is described in greater detail in the forthcoming chapter.
Sampling Frame
Selection of the sampling frame was made with great care. This research is
focused on compliance with organizational information security protocols; thus, it is
necessary to conduct research using subjects who are expected to comply with explicit
information security protocols designed to protect organizational data. It is also essential
that the employees included in this research are subjected to managerial supervision in
the area of information security protocols. Because a relatively large sample was required,
it was necessary to draw from a large population. For these reasons, employees of
selected organizations within the financial and healthcare industries comprised the
sample.
Three large financial service organizations in the southern United States
comprised the financial portion of the sample. Employees classified as customer service
representatives were selected for inclusion into the study. The customer service
representatives either worked at a retail branch location or at a central call center; their
primary business function consists of creating and servicing customer accounts. As
customer service representatives, they have access to customer information, including
social security numbers, addresses, account numbers, account balances, passwords, and
other personal identifiers. In addition, they are all subjected to annual security reviews
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and to ad hoc security audits. For this portion of the sample, ISPC ratings were obtained
from the customer service representatives’ immediate supervisors. These individuals are
generally classified as branch managers or shift supervisors.
For the healthcare portion of the sample, nurses, respiratory therapists, and
technical support workers at three hospitals in the southern United States will comprise
the sample pool. These subjects work with patients on a regular basis, and have access to
patient records and information. As health care providers, they are required to maintain
patient confidentiality and comply with regulations described in the Health Information
Portability and Privacy Act (Mercuri, 2004). Furthermore, all of the hospital facilities
have information security officers whose charge is to enforce such regulations. For the
healthcare field, supervisor ratings of employee security compliance were obtained from
charge-nurses or shift supervisors.
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CHAPTER IV
DATA ANALYSIS AND RESULTS

The purpose of this chapter is to report the results of tests of the study’s
preliminary and primary phases of investigation. First, the results of the preliminary
investigation are reported. This stage focused on analysis and validation of the survey
instrument. As part of this initial phase, a principal components analysis (PCA) was
conducted, and the survey instrument was subjected to a validity assessment. Next, the
results of the primary investigation are presented. This phase of study involved the
collection of field data; the sample was comprised of supervisors and subordinates in the
healthcare and finance industries. A confirmatory factor analysis (CFA) was conducted to
assess the convergent validity, discriminant validity, unidimensionality, and reliability of
the instrument. Next, a structural equation model (SEM) was specified and evaluated.
The results of the analysis supported the hypotheses.
Preliminary Investigation Results
As described in Chapter III, the preliminary investigation of this study involved
an initial analysis of the survey instrument. In order to conduct the assessment, an
independent sample of undergraduate students was asked to complete the survey.
Approximately 400 surveys were distributed to students in two sections of the same
course; 289 surveys were returned. Of the returned surveys, 41 surveys were incomplete
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and therefore not useable. An additional 63 surveys were not included in the analysis
because a response set was detected (Rennie, 1982). A response set is the tendency
among respondents to respond to questions in a particular way independently of the
content of the items (Andrich, 1978; Kerlinger, 1973). Because the purpose of the
reversed-coded items was to identify response biases, not to operationalize the constructs,
the reverse-coded items were not included in the analysis (Herche and Engellend, 1996;
Paulhus, 1991; Podsakoff et al., 2003; Schmitt, 1985; Swain et al., 2008; Watson, 1992).
The remaining 185 surveys were keyed in the SPSS statistical package.
Because perceived organizational support (POS) was operationalized using a 7point Likert scale while the other constructs were operationalized on a 5-point scale, it
was necessary to rescale the responses so they shared a common mean (Dawes, 2008;
Dawes, 2002; Johnson et al., 1982; Preston and Coleman, 2000). The method of
rescaling was similar to that prescribed by Dawes (2002): the five point scales were recentered such that 4 replaced 3 as the new mean; 7 replaced 5; 5.5 replaced 4; and 2.5
replaced 2.
Principal Components Analysis
As part of the preliminary investigation, a principal components analysis (PCA)
with a Varimax rotation was conducted to ensure the validity and reliability of the
constructs. The PCA with Varimax rotation provided improved alignment of individual
items with their latent constructs by rotating the axis of the data set. The results of the
PCA provided evidence of sufficient validity (see Table 4.1). (It should be noted that
behavioral intention was included in the PCA even though it was not used in the model.
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Intent was used as a backup dependent variable for ISPC (information security protocol
compliance).) Convergent validity was assessed by considering factor-loadings; all
indicators loaded significantly with their respective latent constructs. Discriminant
validity was assessed by examining the results of the factor analysis and considering
cross-loadings (Bollen, 1989). No items cross-loaded onto other constructs above the
0.40 threshold (Gefen et al., 2000; Straub et al., 2004). Thus, the scale items appeared to
possess evidence of sufficient convergent and discriminant validity.
It is important to note that the use of PCA to perform tests of convergent and
discriminant validity is a limitation. Although the majority of research in the field of IS
utilizes factor analysis as a method for construct validity testing, true validity tests are
theory driven. Factor loadings for an item only provide a correlation of that item with
other items, with no ability to define a construct.
The reliability measure, Cronbach’s Alpha, was also considered. Regarding the
minimum threshold for reliability, there is no consensus among scholars. Nunnally and
Bernstein (1994) contend that an acceptable level of reliability for applied research is
represented by Cronbach’s Alpha in excess of 0.80. Shaw and Wright (1967), propose a
lower threshold level for reliability: Cronbach’s Alpha values of 0.75. As depicted in
table 4.1, the coefficient of internal consistency was α=0.865 for job satisfaction,
α=0.730 for POS, α=0.810 for social influence, α=0.511 for intention, and α=0.643 for
affective commitment. These results suggest that compliance intention may lack
construct reliability. Thus, the construct was not used in the final research model. In
addition, it was observed that students were a poor sample for this research.
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Table 4.1 Results of Principle Components Analysis with Varimax Rotation
SAT

POS

INF

AFF

INT

0.821
0.855
0.796
0.826

0.075
-0.370
-0.067
-0.061

0.037
-0.128
0.008
0.031

0.100
0.033
-0.169
-0.036

0.152
0.113
0.149
0.141

-0.074
0.277
-0.140
-0.115

0.624
0.728
0.773
0.783

0.085
0.057
-0.008
-0.043

-0.070
0.031
0.037
0.065

0.329
-0.007
0.238
-0.016

0.027
-0.024
-0.048

0.107
-0.099
0.042

0.720
0.904
0.926

0.130
0.020
-0.012

-0.110
0.077
0.093

-0.101
-0.162
0.191

0.041
-0.168
0.162

0.065
0.041
0.044

0.821
0.630
0.801

0.085
0.289
-0.081

0.202
0.141
0.149

0.132
0.113
0.098

-0.013
0.098
-0.032

0.040
0.243
-0.021

0.556
0.670
0.683

Job
Satisfaction
SAT1
SAT2
SAT4
SAT6
Perceived
Organizational
Support
POS1
POS4
POS6
POS8

Social
Influence
INF1
INF2
INF3

Affective
Commitment
AFF1
AFF2
AFF6

Behavioral
Intention
INT1
INT2
INT3
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Eigenvalue
(VE, %)

Cronbach’s
Alpha

3.284
(19.319)

0.865

2.673
(15.726)

0.730

2.175
(12.796)

0.810

1.726
(10.155)

0.643

1.080
(6.354)

0.511

Primary Investigation Results
Beginning with a description of the characteristics of the sample, the results of
analysis involved in the primary investigation phase of this study are presented. As part
of this report, a confirmatory factor analysis (CFA) was conducted, and results of tests for
validity and reliability are provided. In addition, results of the analysis of the structural
model are interpreted in the form of hypothesis tests.
Characteristics of the Sample
The sample was employees from representative organizations within the financial
and healthcare industries during January 2008. Employees from three large financial
service organizations in the southern United States comprised the potential sample pool.
Employees classified as customer service representatives were selected for inclusion into
the study. As customer service representatives, they had access to customer information,
including social security numbers, addresses, account numbers, passwords, and other
personal identifiers. In addition, they were all subjected to annual security reviews and ad
hoc security audits. For this sample, ISPC ratings were obtained from the customer
service representatives’ immediate supervisors. These individuals were generally
classified as branch managers or shift supervisors.
The healthcare portion of the sample consisted of nurses, respiratory therapists,
and technical support workers at three hospitals in the southern United States. These
subjects worked with patients on a regular basis, and had access to patient records and
information. As health care providers, they were required to maintain patient
confidentiality and comply with HIPPA regulations (Quinnild et al., 2006). Furthermore,
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all of the hospital facilities had information security officers whose charge was to enforce
such regulations. For the healthcare field, supervisor ratings of employee security
compliance were obtained from charge-nurses or shift supervisors.
Approximately 800 employees at 6 organizations were included in the sample.
Some 642 employees returned surveys, 487 were ultimately used in the study. Eightynine surveys were incomplete and 41 surveys could not be matched with a specific
supervisor’s rating. In 2 cases, a supervisor indicated that he or she was not confident in
rating an employee; those surveys were not included. In addition, 23 surveys were
rejected because response set was detected (Rennie, 1982). Of the 487 remaining surveys,
285 were from the financial industry and 202 were from the healthcare field (see Table
4.2).
To provide empirical support for the combination of the financial and healthcare
samples into one population, independent sample t-tests were conducted. Table 4.3 (pg.
100) should be interpreted as follows: For each item, mean responses were computed for
the financial and healthcare portions and tested for significant differences. If the mean
responses do not significantly differ among industries, it is reasonable to combine the
portions. In addition, an analysis of variance (ANOVA) among groups was tested; no
differences were found. Thus, insignificant differences are desired.

93

Table 4.2 Respondent Demographic Information
Financial Services Industry

Count

Percentage

139
146

48.77%
51.24%

78
101
76
30
0

27.36%
35.44%
26.67%
10.53%
0.00%

189
79
14
3
0

66.32%
27.72%
4.91%
1.05%
0.00%

41
183
61

14.39%
64.21%
21.04%

Count

Percentage

66
136

32.67%
67.32%

73
84
36
9
0

36.14%
41.58%
17.82%
4.45%
0.00%

105
52
23
6
16

51.98%
25.74%
11.39%
2.97%
7.92%

44
67
91

21.78%
33.17%
45.05%

Respondent Gender
Male
Female

Respondent Age
18-29
30-39
40-49
50-59
60 and over

Number of Years with Organization
1-5
6-10
11-15
16-20
21 and over

Months Since Last Security Training
1-4
5-8
9-12

Health Care Industry
Respondent Gender
Male
Female

Respondent Age
18-29
30-39
40-49
50-59
60 and over

Number of Years with Organization
1-5
6-10
11-15
16-20
21 and over

Months Since Last Security Training
1-4
5-8
9-12

(Health care n=202; financial n=2
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The results of the two-tailed test of significant differences for the construct job
satisfaction indicate no significant differences among portions of the sample. The mean
job satisfaction rating for each construct did not significantly differ between the financial
and healthcare portions of the sample. This pattern was repeated for affective
commitment’s indicators. No significant differences were observed at a ρ=0.05 level of
confidence.
Although the majority of items for POS were not dissimilar, the fourth indicator
appeared to be problematic. The wording for this indicator is “the organization really
cares about my well-being;” the average response was slightly lower for the financial
portion of the sample. The sixth indicator for POS also appeared to be slightly lower for
the financial sector, although the significance of the difference was a ρ=0.046. The sixth
indicator is worded as follows: “The organization cares about my general satisfaction at
work.” These depressions in POS may have been due to an anomaly. A week-long
injunction on overtime was imposed by the senior management of a financial service firm.
This was during the week of a federal audit investigation and during the period in which
the data collection was scheduled. This depression in attitude corresponds with the extant
literature, which indicates that workers may temporarily perceive organizations to be less
benevolent in cases in which wages are constrained (Organ and Konovsky, 1989).
Because these differences were marginal, it was determined that the indicators should not
be removed from the survey instrument.
The indicators for the remaining constructs, social influence and manager rating
of ISPC, were not found to be different at a ρ=0.05 level of significance. The empirical
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evidence indicates that, in general, the average responses do not materially differ between
portions of the sample. Thus, there is statistical support the creation of a large sample
pool comprised of the financial and healthcare sub-portions.
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0.776
0.536
0.000
0.438
0.013
0.071
0.000
0.051
0.008
0.521
0.961
0.444
0.135
0.694

0.842
0.383
3.490
0.603
6.235
1.899
1.831
3.828
1.800
0.788
0.002
0.586
4.456
.0155

Social Influence
INF1
INF2
INF3

Information Security Protocol Compliance
MAN1
MAN2
MAN6
MAN7

0.491
0.082
0.954
0.672

1.222
3.049
0.003
0.179

Affective Commitment
AFF1
AFF2
AFF6

Perceived Organizational Support
POS1
POS4
POS6
POS8

Sig.
0.321
0.158
0.837
0.464
0.844

F
0.891
2.003
0.042
0.538
0.039

Item

Satisfaction
SAT1
SAT2
SAT4
SAT6

t

-2.661
-1.872
-1.703
-1.229
-2.492

-1.689
-0.982
-2.855
-1.653

-1.447
-3.292
-3.333
-1.997
-3.628

-1.449
-2.231
1.170
-0.802

-1.013
-0.716
-1.471
-1.253
-0.849

d.f.

416.222
414.313
416.787
413.824
416.724

410.742
405.918
413.464
411.522

410.665
416.899
408.890
416.930
412.978

414.801
412.063
416.659
416.462

416.237
416.950
416.531
416.297
416.079

0.108
0.062
0.089
0.220
0.053

0.109
0.327
0.105
0.099

0.103
0.081
0.001
0.046
0.104

0.377
0.061
0.243
0.423

0.191
0.475
0.142
0.211
0.396

Sig.
two
tailed

-0.3221
-0.2838
-0.2705
-0.1982
-0.4036

-0.5512
-0.1555
-0.4320
-0.2568

-0.5661
-0.5054
-0.5226
-0.2935
-0.5785

-0.1770
-0.3651
-0.1950
-0.1332

-0.1872
-0.1319
-0.2625
-0.2270
-0.1575

Mean
Diff.

Table 4.3 t-Tests of Significant Differences between Financial and Healthcare Portions of the Sample

0.1649
0.1515
0.1588
0.1613
0.1619

0.1598
0.1584
0.1513
0.1553

0.1560
0.1535
0.1568
0.1469
0.1594

0.1688
0.1575
0.1666
0.1661

0.1841
0.1843
0.1785
0.1811
0.1855

Std.
Error
Diff.

The Measurement Model
Prior to analysis of the hypothesized paths, a confirmatory factor analysis (CFA)
was conducted. The use of SEM in conducting CFA is highly accepted (Kelloway, 1996).
A careful analytical process (Anderson and Gerbing, 1988) was employed in this research
to assess the validity and reliability of measures prior to the analysis of the structural
model. The structural equation modeling package, LISREL 8.3, was used in measurement
and structural model analysis.
The confirmatory factor analysis involved the measurement of 5 latent constructs
via 18 observable scale items (see Figure 4.1). Multiple points of validity were
considered in the analysis of each construct. The relationship between each scale item
and its associated latent construct and the loadings of the scale items and their error
terms, were especially important (Kelloway, 1996). As with all measurement models, one
equation was involved in this analysis. The equation was:
X = ΛXξ + δ

(4-1)

where X is an exogenous scale item and Y is an endogenous scale item r. The Greek
letter, ξ, represents an exogenous construct, while η represents an endogenous construct.
In addition, ΛX represents the matrix loadings for the exogenous scale item and ΛY
represents the matrix loadings for the endogenous scale item. Because the endogenous
and exogenous scale items are not differentiated for the measurement model, all of the
scale items are treated as exogenous. Thus, X = ΛXξ + δ is the only equation evaluated
(Kelloway, 1996). Using a maximum-likelihood approach, LISREL attempts to fit this
equation based on the hypothesized measurement model’s specifications. As a result, a
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model-specified variance-covariance matrix, Σ, is produced. This matrix most closely
replicates the variance-covariance matrix derived from the actual data. This is commonly
referred to as measurement model fit to the data, or “best-fit.”
To indicate the degree to which the measurement model fits the data, LISREL
provides several overall goodness of fit indicators, including chi-square good of fit
indicator, root mean squared error of residual (RMR) root mean square error of
approximation (RMSEA) and the goodness-of-fit index (GFI). A heuristic (Chin and
Todd, 1995) for model fits is that the fit indices, GFI, AGFI, NFI, NNFI, and CFI should
be greater than 0.90, RMSEA and RMR should be less than 0.08, and chi-square should
be insignificant. Measurement models that meet these criteria are regarded as having
“good” overall fit with the data (Chin and Todd, 1995).
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0.37

M A N1

0.37

M A N2

0.37

M A N6

0.30

M A N7

0.35

A f f ec t 1

0.32

A f f ec t 2

0.33

A f f ec t 6

0.30

J o b S at 1

0.79
0.80
0.79
0.84

MAN

1.00
0.61

0.35

J o b S at 2

0.37

J o b S at 4

0.37

J o b S at 6

0.41

PO S 1

0.32

PO S 4

0.37

PO S 6

0.37

PO S 8

0.21

INF1

0.22

INF2

0.21

INF3

0.81
0.82
0.82

Affect

1.00 0.73
0.530.80

0.84
0.80
0.79
0.79

0.77
0.83
0.79
0.80

Job_Sat

1.00 0.630.45
0.700.17

POS

1.00 0.20
0.25

INF

1.00

0.89
0.88
0.89

Chi-Square=186.94, df=125, P-value=0.00028, RMSEA=0.032

Figure 4.1 Measurement Model
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Scale Assessment and Validation
A number of statistics and measures were used to assess the reliability and
validity of the scale items included in the measurement model. Convergent validity was
assessed by examining the average variance extracted (AVE) (Hu et al., 2004). As shown
in Table 4.4, the average variance extracted (AVE) was well above the recommended
minimum value of 0.50 for all of the constructs (Fornell and Larcker, 1981). In addition,
the results of the principal components analysis provide evidence of convergent validity;
all items loaded significantly on their respective latent construct. Evidence of item
reliability was gleaned from Cronbach’s Alpha values; all values were in excess of the
threshold value 0.75 (Carmines and McIver, 1981). In addition, the squared multiple
correlations (SMCs) were calculated for each scale item; these results provide evidence
of sufficient reliability. These figures are depicted on Table 4.4. Thus, there is sufficient
evidence of the reliability and convergent validity of the measurement model.
Discriminant validity was assessed by examining cross-loadings and by reviewing
the relationship between correlations among constructs and the square root of the AVEs
(Chin 1998; Fornell and Larcker, 1981). A review of the cross-factor loadings provides
evidence of discriminant validity; each measurement item loaded higher on its own
construct than any other latent variable (Gefen et al., 2000; Straub et al., 2004). In
addition, an assessment of the square roots of the AVEs (Table 4.5) indicated that more
variance was shared between the constructs and their indicators and than among the other
constructs (Fornell and Larcker, 1981). From these analyses, it was concluded that
measures also possessed discriminant validity.
101

Additional steps were taken to validate the measurement of the dependent
variable, compliance with prescribed organizational information security protocols. This
variable was instantiated from the root construct, organizational compliance behavior
(Smith et al., 1983). Because no measures currently exist for measuring ISPC, it was
necessary to modify the original compliance scales for the information security context.
Each original compliance scale item was carefully reviewed adapted for information
security compliance. Although the adapted scale items were previously subjected to a
rigorous content validity assessment, empirical data were also collected and analyzed as
an additional support for the validity of the modification. The three original scale items
for organizational compliance behavior were included in the survey for supervisors. In a
separate PCA, the scale items for organizational compliance behavior coalesced with the
modified items for ISPC behavior to form one latent construct without any significant
cross-loadings. It was therefore inferred that the scale items modified for the information
security context do measure organizational compliance behavior, albeit within a specific
context. Because this research focuses exclusively on information security, the items for
measuring general organizational compliance behavior were not included in any other
analyses.
To ensure that supervisors were confident in rating their employees’ compliance
behavior, an additional measure was included on the survey for supervisors. The wording
of the item was “I am confident that my rating of this employee is accurate.” The item
was rated on a five-point Likert scale. The mean rating for this measure was 4.08, which
corresponds closest with “agree” on the Likert scale. In two cases, a supervisor indicated
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that he or she was not confident in rating a specific employee. Those cases were not
included in the analysis.
Overall Fit-Measurement Model
Regarding the specification of the conceptual model, all eighteen scales were
included in the analysis of the measurement model. An examination of the measurement
model indicated satisfactory overall fit (see Table 4.6). The overall fit statistics projected
favorable results. The goodness-of-fit index (GFI) and adjusted goodness-of-fit index
(AGFI) indices were 0.95 and 0.94 respectively and well above the recommended value
of 0.90. The normed-fit index (NFI) was 0.96, also above the recommended cutoff of
0.90. The root mean square error of approximation (RMSEA) was significant at the 0.037
level of significance, and the root mean square error of the residual (RMR) was
significant at the 0.031 level of confidence; both surpassed the recommended minimum
value for satisfactory model fit. The chi-square statistic was significant, although it
should be noted that the chi-square is affected by sample size; the ration of chi-square to
degrees of freedom was 1.50, well under the 5.0 ratio for good overall fit (Carmines and
McIver, 1981).
Because the measurement model possessed evidence of sufficient validity,
reliability, and overall fit, no scale items were removed. All four original scales were
retained to operationalize ISPC in the path model. In addition, affective commitment was
operationalized using its three original items. The original four indicators for job
satisfaction were acceptable and all were included in subsequent structural equation
model testing. POS consisted of four scale items; all of which were retained for the path
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model analysis. Finally, social influence was operationalized in the structural model
using its three original scales.
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0.79
0.80
0.79
0.84

Information Security Protocol Compliance
MAN1
MAN2
MAN6
MAN7

Social Influence
INF1
INF2
INF3

Perceived Organizational Support
POS1
POS4
POS6
POS8

Job Satisfaction
SAT1
SAT2
SAT4
SAT6

Affective Commitment
AFF1
AFF2
AFF6

MAN

Predictor

Table 4.4 Results of Confirmatory Factor Analysis

0.81
0.82
0.82

0.84
0.80
0.79
0.79

0.77
0.83
0.79
0.80

AFFECT SAT POS

0.89
0.88
0.89

INF

24.29
24.03
24.42

19.23
21.47
20.19
20.35

21.94
20.67
20.28
20.28

20.33
20.82
20.64

20.43
20.48
20.40
22.07

t-value

0.790
0.780
0.790

0.590
0.680
0.630
0.630

0.700
0.650
0.630
0.630

0.650
0.680
0.670

0.630
0.630
0.630
0.700

SMC

AVE

0.786

0.632

0.652

0.666

.6475

Table 4.5 Correlations among Latent Constructs
Construct
MAN
Affect
Job_Sat
POS
INF

AVE
0.647
0.666
0.652
0.632
0.786

MAN
0.80
0.61
0.73
0.80
0.45

Affect

Job_Sat

POS

INF

0.82
0.53
0.63
0.17

0.81
0.70
0.20

0.80
0.25

0.89

Note: The diagonal terms indicate the square roots of the average variance extracted (AVE).

Table 4.6 Measurement Model - Overall Fit

Criterion
Statistics

Empirical
Results of the
Structural
Model

Recommended
Values

Reference

Chi-Square
Significance

P = .00028

NonSignificant

Carmines and McIver
(1981)

Goodness of Fit
Index (GFI)

0.95

≥ 0.90

Bentler and Bonnett
(1980)

Adjusted
Goodness of Fit
Index (AGFI)

0.94

≥ 0.90

Bentler and Bonnett
(1980)

Normed Fit Index
(NFI)

0.96

≥ 0.90

Bentler and Bonnett
(1980)

Root Mean Square
Error of
Approximation
(REMSEA)

0.037

≤ 0.08

Browne and Cudeck
(1993)

Standardized Root
Mean Square
Residual (RMR)

0.031

≤ 0.08

Browne and Cudeck
(1993)

The Structural Model
After evaluating the latent constructs and their scale items, the next step involved
an analysis of the proposed relationships among the variables. The structural equation
model, as depicted in Figure 2.5, was analyzed using LISREL 8.3. The overall fit
statistics indicated satisfactory overall fit (refer to Table 4.7). The root mean square error
of approximation (RMSEA) was 0.032, which is below the 0.08 threshold for overall
model fit (Browne and Cudeck, 1993). The root mean square error of the residual (RMR)
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was .028, well below its recommended threshold value (Browne and Cudeck, 1993). The
normed fit index (NFI) and non-normed fit index (NNFI) were 0.97 and 0.98,
respectively. Because these values were above the recommended threshold of 0.90, they
also indicate good model fit (Bentler and Bonnett, 1980). The goodness of fit index (GFI)
and the adjusted goodness of fit index (AGFI) were 0.96 and 0.94, respectively. In
addition, the ration of the chi-square statistic to degrees of freedom was 1.4834; well
below the ratio of 5.0. These values exceed the threshold (0.90), providing further
evidence that the overall model fit is adequate (Bentler and Bonnett, 1980).

Table 4.7 Structural Model - Overall Fit

Criterion
Statistics

Empirical
Results of the
Structural
Model

Recommended
Values

Reference

Chi-Square
Significance

P = 0.00035

NonSignificant

Carmines and McIver
(1981)

Goodness of Fit
Index (GFI)

0.96

≥ 0.90

Bentler and Bonnett
(1980)

Adjusted Goodness
of Fit Index (AGFI)

0.94

≥ 0.90

Bentler and Bonnett
(1980)

Normed Fit Index
(NFI)

0.97

≥ 0.90

Bentler and Bonnett
(1980)

Non-Normed Fit
Index (NNFI)

0.98

≥ 0.90

Bentler and Bonnett
(1980)

Root Mean Square
Error of
Approximation
(RMSEA)

0.032

≤ 0.08

Brown and Cudeck
(1993)

Standardized Root
Mean Square
Residual (RMR)

0.028

≤ 0.08

Brown and Cudeck
(1993)

Tests of the Hypotheses
Table 4.8 and Figure 4.2 show the results of the structural model analysis in terms
of paths. All of the paths were statistically significant. The path from job satisfaction to
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ISPC (t-value = 5.88), the path from POS to affective commitment (t-value = 6.86) the
path from social influence to ISPC (t-value = 7.18), and from POS to ISPC (t-value =
6.85), were significant at a 0.001 level of confidence or better. The path from job
satisfaction to affective commitment (t-value = 2.69) and the path from affective
commitment to ISPC (t-value = 2.83) were significant at a 0.01 level of significance,
thereby supporting their associated hypotheses (hypotheses 1, 2, 3, 4, 5 and 6
respectively). As an additional means of validating the paths between the determinants
and the dependent variable, a hierarchical regression analysis was conducted. The results
of this analysis are depicted in Table 4.9. The outcome of the tests supports each of the
proposed relationships.
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0.31
0.44
0.13
0.26
0.18
0.50

Job Satisfaction → Information Security Protocol Compliance
Perceived Organizational Support → Information Security Protocol Compliance
Affective Commitment → Information Security Protocol Compliance
Social Influence → Information Security Protocol Compliance

Job Satisfaction → Affective Commitment
Perceived Organizational Support → Affective Commitment

χ2 = 186.92 (d.f. = 126)
RMSEA = 0.032, RMR = 0.028, NFI = 0.97, NNFI = 0.98, GFI = 0.96, and AGFI = 0.94

Estimate

Path

Table 4.8 Standardized Path Estimates for Proposed Structural Model

2.69
6.86

5.88
6.85
2.83
7.18

t-value

<0.010
<0.001

<0.001
<0.001
<0.010
<0.001

p-value
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Satisfaction
Satisfaction
Perceived Organizational Support
Satisfaction
Perceived Organizational Support
Affective commitment
Satisfaction
Perceived Organizational Support
Affective commitment
Social Influence

Model 2.

Model 1.

Satisfaction
Satisfaction
Perceived Organizational Support

Dependent Variable: Affective Commitment

Model 4.

Model 3.

Model 2.

Model 1.

Dependent Variable: Information Security
Protocol Compliance

Table 4.9 Hierarchical Regression Analysis

0.318
0.138
0.342

B

0.568
0.303
0.504
0.276
0.436
0.200
0.262
0.391
0.193
0.312

B

0.028
0.033
0.038

SE B

0.031
0.033
0.039
0.033
0.041
0.045
0.031
0.038
0.042
0.036

SE B

0.457
0.198
0.423

β

0.645
0.344
0.492
0.313
0.425
0.157
0.297
0.382
0.152
0.246

β

ΔR2

R2

0.112

0.000

0.057

0.017

0.152

0.000

ΔR2

0.642

0.585

0.568

0.416

R2

11.314 0.209
04.185
08.943 0.321

t

18.593
09.114
13.030
08.297
10.635
04.422
08.466
10.187
04.594
08.760

t

0.000

0.000

p

0.000

0.000

0.000

0.000

p
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0.50**

Social Influence

Affective
Commitment

H4

Perceived
Organizational
Support

H8
Gender

H7
Training
Recency

H3

H2

H1

H6

Age

0.26**

0.13*

0.44**

0.31**

(*ρ<0.01, ** ρ<0.001; R is the squared multiple correlation of the dependent variable)

2

Figure 4.2 Structural Model

H5 0.18*

Job Satisfaction

R2=0.77

Information
Security Protocol
Compliance –
Supervisor
Rating

To test the moderating effects of training recency, gender, and age on the
relationships among ISPC and job satisfaction, POS, affective commitment, and social
influence, a multi-group analysis was performed. The guidelines set forth by Steenkamp
and Baumgartner (1998) and Deng et al. (2004) were followed. Configural invariance
was established by imposing the same zero and non-zero model constraints across both
groups. A second type of invariance, metric invariance, was established by specifying the
λX and λY matrices invariant. Because the objective of this research was not to compare
the means of measures across groups, scalar invariance was not assessed. Median values
were used in lieu of mean values for this analysis, principally because the distribution
was skewed toward younger employees, toward female employees, and toward
employees with less recent training. For a review of the moderation analysis using mean
values, see Appendix C.
This procedure involved the preliminary step of calculating a median value for
training recency (7.56) and dividing the respondents into two groups: those above and
those below the median number of months since the last security training session. Results
indicated that 233 respondents completed their most recent training less than 6.23 months
ago, whereas 254 respondents completed their most recent training more than 6.23
months ago. The next step was to test the structural model using those responses from (a)
those with less recent training and (b) those with more recent training. An examination of
the overall goodness of fit statistics for the two structural model tests indicated a
comparable level of overall fit (see Table 4.10). For the less restricted group, the statistics
were: x2=499.82, ρ=0.00, df=286; x2/df=1.74; RMSEA=0.053; NFI=0.91; NNFI=0.96.
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For the more restricted group, the statistics were: x2=517.04, ρ=0.00, df=291; x2/df=1.76;
RMSEA=0.054; NFI=0.91; NNFI=0.96. The difference in chi square was 17.22 with 5
degrees of freedom, indicating significant differences at the p=.005 level of confidence.
This indicated that the structural weights were not invariant across the more and less
constrained models.
An examination of the paths was conducted, with a differential in path t-values
and coefficient values indicating the significance of training recency as a moderator of
the relationships between ISPC and each of its antecedents (see Table 4.11). For the
below mean group (more recent training), the t-values for job satisfaction to ISPC, POS
to ISPC, affective commitment to ISPC, and social influence to ISPC were 6.09, 5.86,
0.88, and 7.35, respectively. For the above mean group (less-recent training), the t-values
for job satisfaction to ISPC, POS to ISPC, affective commitment to ISPC, and social
influence to ISPC were 1.98, 5.01, 3.72, and 4.02 respectively. These paths were
significant at the p<0.05 level of confidence. With the exception of affective commitment,
all were significant at the p<0.05 level of confidence. In addition, the chi-square test of
significant differences indicated that the structural weights varied across groups for job
satisfaction, POS, and social influence.

113

114

χ2
499.82
517.04
d.f.
286
291

NFI
0.91
0.91

t-Value
6.09
5.86
0.88
7.35

More Recent
Training

RMSEA
0.053
0.054

Estimate
0.39
0.52
0.08
0.32

χ2/d.f.
1.74
1.76

Job Satisfaction → Information Security Protocol Compliance
Perceived Organizational Support → Information Security Protocol Compliance
Affective Commitment → Information Security Protocol Compliance
Social Influence → Information Security Protocol Compliance

Path

Group Differences – Less Restricted Model

Table 4.11 Test of Training Recency as a Moderating Variable

Training Recency Group Analysis
Less Restricted Model
More Restricted Model

Table 4.10 Multi-Group Analysis for Training Recency

Estimate
0.15
0.43
0.25
0.17

t-Value
1.98
5.01
3.72
4.02

Less Recent
Training

NNFI
0.96
0.96

The moderation testing process was repeated for gender. As depicted in Table
4.12, the structural model was tested using (A) the male group, consisting of 205 subjects
and (B) the female group, consisting of 282 subjects. An examination of the overall
goodness of fit statistics for the two structural model tests indicated a comparable level of
overall fit.
For the less restricted group, the statistics were: x2=443.00, ρ=0.00, df=277;
x2/df=1.60; RMSEA=0.049; NFI=0.90; NNFI=0.93. For the more restricted group, the
statistics were: x2=498.86, ρ=0.00, df=279; x2/df=1.78; RMSEA=0.052; NFI=0.90;
NNFI=.92. The difference in chi square was 55.86 with 2 degrees of freedom, indicating
significant differences at the p=.0001 level of confidence. This indicated that the
structural weights were not invariant across the more and less constrained models, and
that gender has a moderating effect.
An analysis of the paths was then conducted. Differentials in path t-values and
coefficient values were used to test the significance of gender on the relationships
between job satisfaction and ISPC, POS and ISPC, affective commitment and ISPC, and
social influence and ISPC (Table 4.13). For the male responses, the t-values for job
satisfaction to ISPC, POS to ISPC, affective commitment to ISPC, and social influence to
ISPC were 3.22, 2.41, 5.49, and 3.23, respectively. With respect to the female responses,
the t-values for job satisfaction to ISPC, POS to ISPC, affective commitment to ISPC,
and social influence to ISPC were 3.11, 2.56, 5.32, and 3.21, respectively.
In addition to conducting t-tests for significance, chi-square tests of significant
difference among groups were conducted for each antecedent. It was found that the
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structural weights were significantly higher for job satisfaction, POS, and affective
commitment, but not for social influence. Thus, it was inferred that the paths from job
satisfaction to ISPC, from affective commitment to ISPC, and from POS to ISPC are
moderated by the effects of gender.
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χ2
443.00
498.86
d.f.
277
279

NFI
0.90
0.90

t-Value
3.22
2.41
5.49
3.23

Male

RMSEA
.049
.052

Estimate
0.18
0.22
0.43
0.23

χ2/d.f.
1.60
1.78

Path
Job Satisfaction → Information Security Protocol Compliance
Perceived Organizational Support → Information Security Protocol Compliance
Affective Commitment → Information Security Protocol Compliance
Social Influence → Information Security Protocol Compliance

Group Differences – Less Restricted Model

Table 4.13 Test of Gender as a Moderating Variable

Gender Group Analysis
Less Restricted Model
More Restricted Model

Table 4.12 Multi-Group Analysis for Gender

Estimate
0.14
0 .18
0.39
0.22

t-Value
3.11
2.56
5.32
3.21

Female

NNFI
0.93
0.92

Finally, the moderating effects of age were analyzed. The first step in this
procedure involved calculating a mean value for age (34.6) and dividing the sample into
(A) a below mean group, comprised of 249 individuals under the mean age, and (B) an
above mean group, consisting of 238 individuals classified above the mean age. An
examination of the overall goodness of fit statistics indicated that the two structural
models had statistically similar characteristics (see Table 4.14). For the less restricted
group, the statistics were: x2=483.49, ρ=0.00, df=258; x2/df=1.87; RMSEA=0.048;
NFI=0.93; NNFI=0.95. For the more restricted group, the statistics were: x2=491.31,
ρ=0.00, df=256; x2/df=1.92; RMSEA=0.050; NFI=0.93; NNFI=0.94. The difference in
chi square was 7.82 with 2 degrees of freedom, indicating significant differences at the
p=.025 level of confidence. This indicated that the structural weights were not invariant
across the more and less constrained models. Thus, there is evidence that age has a
moderating effect on the relationships between ISPC and its determinants.
The paths were analyzed, with a differential in path t-value and coefficient values
indicating the significance of age on the relationships between ISPC and its antecedents
(Table 4.15). For the above mean group (older than 34.6), the t-values for job satisfaction
to ISPC, POS to ISPC, affective commitment to ISPC, and social influence to ISPC were
1.99, 2.01, 2.89, and 3.12, respectively. For the below mean group (younger than 34.6),
the t-values for job satisfaction to ISPC, POS to ISPC, affective commitment to ISPC,
and social influence to ISPC were 1.96, 2.04, 2.81 and 3.13, respectively.
The results indicated that the path from job satisfaction to ISPC decreased in
significance as age varied from younger to older. This was substantiated by a chi-square
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test of significant differences in path weights for age groups. However, the chi-square test
of invariance indicated that the remaining antecedents did not vary according to age
group. Thus, only the path from job satisfaction to ISPC was found to be moderated by
age.
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χ2
483.49
491.31
d.f.
258
256

χ2/d.f.
1.87
1.92

Path
Job Satisfaction → Information Security Protocol Compliance
Perceived Organizational Support → Information Security Protocol Compliance
Affective Commitment → Information Security Protocol Compliance
Social Influence → Information Security Protocol Compliance

Group Differences – Less Restricted Model

Table 4.15 Test of Age as a Moderating Variable

Age Group Analysis
Less Restricted Model
More Restricted Model

Table 4.14 Multi-Group Analysis for Age

Estimate
0.18
0.12
0.25
0.21

NFI
0.93
0.93

t-Value
1.99
2.01
2.89
3.12

Younger

RMSEA
0.048
0.050

Estimate
0.16
0 .11
0.24
0.21

t-Value
1.96
2.04
2.81
3.13

Older

NNFI
0.95
0.94

Interpretation
An analysis of the model depicted in Figure 4.2 indicates that all of the
hypotheses and sub-hypotheses investigated in this study were supported at the ρ<0.05
level of significance. Further, several hypotheses were supported at the ρ<0.01 level of
significance.
As depicted in Table 4.16, hypothesis H1, which tested the positive relationship
between job satisfaction and ISPC, was supported. To be specific, job satisfaction was
found to have a positive influence on end user compliance with organizational protocols
for information security. The supported H1 reinforces organizational citizenship behavior
(OCB) theories, which prescribe a link between job satisfaction and organizational
compliance behavior (Organ et al., 2006).
Hypothesis H2 concerns the relationship between POS and ISPC. In line with
previous studies of OCB, the results of the path test indicate that hypothesis H2 was
supported at the ρ<0.001 level of significance.
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Table 4.16 Hypotheses and Model Estimation Components
Hypothesis

Structural Relationship

Standard
Parameter
Estimate
supported
γ1 = 0.31
t = 5.88

H1

Job satisfaction has a positive influence on information
security protocol compliance

H2

Perceived organizational support has a positive influence on
information security protocol compliance

supported
γ2 = 0.44
t = 6.85

H3

Affective commitment has a positive influence on
information security protocol compliance

supported
β1=0.13
t = 2.83

H4

Perceived organizational support has a positive influence on
affective commitment

supported
γ3 = 0.50
t = 7.18

H5

Job satisfaction has a positive influence on affective
commitment

supported
γ4 = 0.18
t = 2.69

H6

Social influence has a positive influence on information
security protocol compliance

supported
γ5 = 0.26
t = 6.86

H7A

Training recency moderates the relationship between job
satisfaction and information security protocol compliance
such that the relationship is stronger when training is more
recent.

supported
γ1M = 0.39
t = 6.09

H7B

Training recency moderates the relationship between
perceived organizational support and information security
protocol compliance such that the relationship is stronger
when training is more recent.

supported
γ2M = 0.43
t = 5.01

H7C

Training recency moderates the relationship between
affective commitment and information security protocol
compliance such that the relationship is stronger when
training is more recent.

not
supported
β1M = .08
t = 0.88
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Table 4.16 continued
H7D

Training recency moderates the relationship between social
influence and information security protocol compliance such
that the relationship is stronger when training is more recent.

supported
γ5M = .32
t = 7.35

H8A

Gender moderates the relationship between job satisfaction
and information security protocol compliance, such that the
relationship is stronger for males.

supported
γ1M = 0.18
t = 3.22

H8B

Gender moderates the relationship between perceived
organizational support and information security protocol
compliance, such that the relationship is stronger for males.

supported
γ2M = 0.22
t = 2.41

H8C

Gender moderates the relationship between affective
commitment and information security protocol compliance,
such that the relationship is stronger for males.

supported
β1M = 0.43
t = 5.49

H8D

Gender moderates the relationship between social influence
and information security protocol compliance, such that the
relationship is stronger for males.

not
supported
γ5M = 0.23
t = 3.23

H9A

Age moderates the relationship between job satisfaction and
information security protocol compliance, such that the
relationship is stronger for younger employees.

supported
γ1L = 0.18
t = 1.99

H9B

Age moderates the relationship between perceived
organizational support and information security protocol
compliance, such that the relationship is stronger for younger
employees.

not
supported
γ2L = 0.12
t = 2.01

H9C

Age moderates the relationship between affective
commitment and information security protocol compliance,
such that the relationship is stronger for younger employees.

not
supported
β1L = 0.25
t = 2.89

H9D

Age moderates the relationship between social influence and
information security protocol compliance, such that the
relationship is stronger for younger employees.

not
supported
γ5L = 0.21
t = 3.12
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Hypothesis H3 states that affective commitment has a positive relationship with
ISPC. This hypothesis was supported at the ρ<0.01 level of significance. Affective
commitment is defined as an employee’s emotional attachment to, identification with,
and involvement in an organization (Allen and Meyer, 1990). The construct was included
in the study as a means of accounting for the relationship between emotion and
compliance behavior. The results of the study indicate that when employees develop an
affective commitment toward their organization, they are more likely to comply with
guidelines for maintaining organizational information security.
Hypothesis H4 concerns the path from perceived organizational support to
affective commitment. In the extant literature on OCB, the path represented a conduit for
attitude to translate into emotion. It is suggested that when individuals believe that the
organization supports their work, they form a positive affect toward the organization.
Such positive emotion equates with greater levels of affective commitment (Meyer et al.,
1993). As seen in Table 4.16, this path was supported the ρ<0.001 level of significance.
Hypothesis H5 concerns the path to affective commitment from job satisfaction.
As depicted in Figure 4.2, feelings of affective commitment are derived from perceptions
of organizational support and from job satisfaction. Affective commitment represents
emotional attachment and commitment to the organization, and job satisfaction is defined
as a pleasurable emotional state resulting from the appraisal of work circumstances
(Judge et al., 2001). Previous studies have found a significant path from job satisfaction
to affective commitment; a positive appraisal of one’s work environment translates into
feelings of commitment toward the organization (Meyer et al., 1993). The results of the
124

path tests indicate that the link between job satisfaction and affective commitment was
supported at a ρ<0.01 level of significance. Thus, hypothesis H5 was supported.
Hypothesis H6 conveys a path from social influence to ISPC. Defined as the
degree to which an individual perceives that important others believe he or she should
perform a specific action, social influence was derived from the unified theory of
acceptance and use of technology (UTAUT) (Venkatesh et al., 2003). The purpose of this
research was to identify determinants of ISPC which general managers could conceivably
manipulate; because social influence is driven by employee perceptions of bosses,
coworkers, and peers, it was included in the current study. From an empirical standpoint,
social influence was another supported predictor of the dependent variable, having
sustained a ρ<0.001 level of significance. Its support indicates that perceptions of
colleagues, bosses, friends, and coworkers may positively impact employee compliance
with prescribed organizational information security protocols.
The results of the path analysis also suggest that training recency, gender, and age
have a significant moderating effect on the relationship between job satisfaction and
ISPC, POS and ISPC, affective commitment and ISPC and, social influence and ISPC.
Hypotheses H7A, H7B, H7C, and H7D concerned the moderating effect of training
recency on the relationships between job satisfaction and ISPC, POS and ISPC, affective
commitment and ISPC, and social influence and ISPC. With the exception of affective
commitment, each of the aforementioned relationships was moderated by training
recency. In terms of this research, managers should note that when their options for
shaping job satisfaction, POS, affective commitment, and social influence are exhausted,
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conducting refresher courses may help improve employee compliance with information
security protocols.
Hypotheses H8A, H8D, H8C, and H8D concerned the moderating effects of gender
on the relationships between job satisfaction and ISPC, POS and ISPC, affective
commitment and ISPC, and social influence and ISPC. The paths between ISPC and job
satisfaction, POS, and affective commitment were more significant when the
respondents’ gender was male than when the respondents’ gender was female. Social
influence was not found to be supported as a moderator.
Finally, age was also incorporated into the conceptual model as a moderator of the
relationship between job satisfaction and ISPC, POS and ISPC, affective commitment
and ISPC, and social influence and ISPC. Although the more and less restricted models
were significantly different, only the path between job satisfaction and ISPC was
moderated by age. Thus, only hypothesis H9A was supported.
Summary
This chapter presented the results of the validity assessments of the preliminary
investigation phase as well as the empirical results of the primary investigation phase of
the dissertation. In the primary phase, validity tests were conducted using a sample of
undergraduate students taking a course in information systems. Having found initial
support for the survey, the primary phase was conducted. Field data, collected from
employees and their supervisors in the financial and healthcare industries was analyzed.
The final results indicated support for all of the original eighteen hypotheses and subhypotheses at the ρ<0.05 level of confidence; job satisfaction, POS, and social influence
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were found to be significant predictors of compliance with prescribed organizational
information security protocols at a ρ<0.001 confidence level. Evidence indicated that
affective commitment was significant at a level of ρ<0.01; surpassing the threshold for
hypothesis support. In addition, training recency, gender, and age were found to be
significant moderators of the relationship between ISPC and each of its determinants.
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CHAPTER V
DISCUSSION AND CONCLUSION
This chapter begins with a brief description of the research procedures conducted
in this dissertation. This review is followed by a discussion of the implications for
information system theory; how the findings of this study advance the information
security research stream. Next, the implications for practice are considered. In this
section, special consideration is given toward implications for the financial and
healthcare fields. Limitations are then described and directions for future research are
given.
Summary
The purpose of this dissertation is to identify determinants of information security
compliance among employees which supervisors could conceivably influence. In the
pursuit of this goal, a two-phased research agenda was planned and executed. This
process entailed two distinct data collection and analysis procedures. The preliminary
phase involved tests of the validity and reliability of the survey instrument. These
preliminary tests were based on results obtained from a sample of 185 undergraduate
students at a large university in the Southern United States.
The primary phase of investigation involved the development and testing of a
conceptual model representing an infusion of theories based on prior research in
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organizational citizenship behavior (OCB) and technology adoption. The research model
included traditional OCB constructs such as job satisfaction, perceived organizational
support (POS), and affective commitment. An additional construct, social influence, was
adopted from the Unified Theory of Acceptance and Use of Information Technology
(UTAUT) and also included in the model. Collectively, job satisfaction, affective
commitment, POS, and social influence comprise the model determinants. The dependent
variable, ISPC (information security protocol compliance), was based an existing
construct from OCB: organizational compliance.
Field data were obtained from 487 employees working for one of six
organizations in either the financial or healthcare industries. T-tests were conducted to
assess the validity of a sample derived of subjects from organizations in the two sectors.
From an empirical standpoint, the findings indicated that the financial and healthcare
portions of the sample did not significantly differ. In addition, a review of the work
environment and security requirements of employees in the healthcare and financial
industries provided conceptual evidence for the Combination. In sum, ample support
existed for the creation of the sample.
Next, a structural equation modeling approach to data analysis was used to
perform tests of both the measurement and structural models of this research. The
outcomes of tests involved in this study indicated support for all nine hypotheses and subhypotheses associated with the research model. Furthermore, in attempting to predict
employee compliance with prescribed organizational information security protocols, it
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was determined that the resulting model explains 77% of the variance in the dependent
variable.
Implications for IS Theory
This research approached the topic of information security protocol adherence
from a relatively unique perspective. Instead of focusing on a specific information
security artifact, it focused on information security protocols from a global perspective.
Previous studies on information technology usage tended to focus on a specific
technology, or class of information technologies. For example Davis (1989) focused on a
spreadsheet software package; Venkatesh and Davis (2000) focused on adoption of a
proprietary scheduling system; Venkatesh et al. (2003) studied employee use of four IT
artifacts, including an online meeting manager, a database application, a portfolio
analyzer, and a proprietary accounting system. In contrast, this research focused on
global compliance with information security protocols. This change in scope represents
an increase in the generalizability of the findings.
In addition, this research is also unique in that it did not predict employee
compliance behavior using perceptions of information security protocols, but rather
employee attitudes and emotions toward their organization. Previous studies on the use
and acceptance of information technology focused primarily on specific attributes of a
given artifact. For example, Davis (1989) focused on employee perceptions of the
usefulness and ease of using an IT artifact. Later research included determinants such as
complexity (Thompson et al., 1991), relative advantage, trialability, and compatibility
(Moore and Benbasat, 1991). In contrast, this dissertation used constructs from OCB to
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predict employee behavior. These antecedents represent employee perceptions of the
organization, including satisfaction with one’s job, commitment toward the organization,
influence of peers and supervisors, and perceptions of firm support.
The most significant finding of this research is that these constructs accounted for
more variance than the most comprehensive model from the technology adoption stream.
Whereas, the UTAUT model explained 70% of the variance in employee behavior, this
research accounted for 77% of the variance. It could therefore be inferred that with regard
to employee acceptance and use of IT artifacts, work-related attitudes are at least as
important as attitudes toward specific attributes of the technology. Perhaps, the field of
information systems has automated those highly technical, procedural tasks which
involve direct interaction with computer systems, leaving emphasis on tasks which
require a great level of user understanding and involvement. Thus, although emphasis has
traditionally been place on understanding how end users interpret technology, future
information technology research will need to account for how individuals perceive their
organization.
Implications for IS Practice
This research shows that employee perceptions of the work environment play a
significant role in the predication of compliance behavior. Thus, it is herein suggested
that to increase compliance with information security protocols, managers should focus
on building employee morale, creating feelings of organizational support, and fostering
commitment to the organization.
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There are a number of benefits to this approach. For instance, it is not possible to
make all IT artifacts appealing, especially those for information security. Adherence to
information security procedures increases the workload of employees; the benefits of
compliance may not be immediately salient (Warkentin et al., 2004). In some cases,
information security protocols may even detract from productivity. Despite this,
employees may accept the artifact if they are committed to the organization and view
their work in a positive light. The support for this assertion comes from studies such as
the Hawthorne experiment, where employees’ work performance remained on par,
despite the fact that they were not in a position to appreciate the purpose of the research
(Kornhauser, 1930).
Furthermore, there is a constant need to change or upgrade information
technology. Within the extant literature, there is an implicit suggestion that each
technology should be considered independently. That is, as new IT artifacts are selected
for diffusion, the focus is on highlighting the positive attributes of the new technology
(Goodhue, 1995; Moore and Benbasat, 1991; Tornatzky and Klein, 1982). Inevitably, this
results in a loss of synergy. The process starts over each time a new technology is
selected; the benefits and strengths of a new artifact must be conveyed. However, if the
focus is on the same work-related attitudes and feelings, the loss may be less severe.
Managers will only have to reinforce feelings of commitment, organizational support,
social influence and job satisfaction among employees, rather than start over. In sum, it
may be surmised that a number of situations exist in which the preferred method for
influencing employee is based on organizational factors.
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An additional departure from earlier studies is suggested. Previous studies
indicated that information technology professionals should be responsible for the
diffusion of IT artifacts within their respective organizations (Agarwal and Prasad, 1997;
Plouffe et al., 2001; Szajna, 1996). The implicit suggestion is that IT professionals should
work to portray specific information technologies in a more positive light, as easy to use,
useful, or in some other way, appealing. However, such activities are not within the
normal work parameters for IT professionals (Lee and Fang, 2008). It is therefore
suggested that managers and supervisors are better equipped to take on the task of
increasing adherence to information security policies. Managers and supervisors are
responsible for motivating and disciplining their subordinates. They have a better
understanding of the factors which inhibit or support the diffusion of IT artifacts. Thus,
they are in a better position to modify employee behaviors.
As previously demonstrated, job satisfaction, POS, social influence, and affective
commitment play a significant role in the determination of employee behavior. These
constructs were included in the study because they are subject to managerial oversight.
Thus, those wishing to improve the degree of information security in their organization
should consider a program aimed at improving employee perceptions of the organization
which relate to the predictors in this study.
As previously noted, job satisfaction is a significant determinant of ISPC. In a
study of Taiwanese nurses, several managerial actions were found to boost job
satisfaction (Tsai and Huang, 2008). These actions include making work more
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challenging and meaningful, rotating functional positions, allowing employees to try new
tasks, and providing training and growth opportunities.
POS should be included in any plans to boost information security compliance.
Ng and Sorenson (2008) identified several measures may be taken to improve employee
perceptions of organizational support. For instance, supervisors and managers should
convey their appreciation of their employees’ efforts when and where appropriate.
Depending on the formality of the relationship between supervisor and employee,
collegial interactions among fellow employees may also foster increases in POS.
Affective commitment, another construct from the OCB domain, was also found
to be a significant determinant of ISPC. Brown et al., (2008) suggest that managers may
foster affective commitment towards the organization among their employees indirectly.
They found it possible to build affective commitment by stimulating job satisfaction and
POS.
Furthermore, managers may use their influence to improve ISPC among their
employees. As discussed in the preceding chapters, social influence is the degree to
which an individual perceives that important others believe he or she should perform a
specific behavior. Besides using their own influence, managers should convince opinion
leaders to follow information security protocols, thereby increasing the rate of diffusion
(McGuire et al., 20008).
Finally, it should be noted that training recency has a moderating effect on the
relationship between ISPC and its antecedents. When employees have more recent
information security compliance training, the relationship between their emotions and
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attitudes towards the organizations and their actual information security compliance
behavior is stronger. Thus, if employees appear to have a positive outlook toward their
jobs, their organization, and their peers, but information security compliance is still
unsatisfactory, supervisors should try conducting refresher courses.
Limitations and Future Research
As with all research, this study has limitations; however, it is hoped that these
shortcomings will be addressed as opportunities for future research. Unfortunately,
several potential constructs were not included in this dissertation. Established theory,
based on previous research, provided guidance and justification for the proposed model.
However, the sheer number of possible antecedents of employee compliance behavior
described in the literature make including all of them impractical. For this reason,
constructs such as normative commitment and continuance commitment were not
considered.
Another possible limitation in this research concerns the measurement of the
dependent variable, employee compliance with prescribed organizational information
security protocols. These data came from a third party source, and is not subject to
common methods bias. However, as with all measurement of human perceptions,
supervisor ratings are still subject to the biases and perceptions of managers. It is possible
that supervisors may have failed to recall instances of information security infractions
committed by their employees. In addition, supervisor ratings were not recorded over an
extended period of time. This research featured a single data collection. Therefore, it
cannot be determined if any unusual circumstances within the organizations significantly
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altered the results of the data collection. Unfortunately, restrictions on the respondents’
schedules prohibited a longitudinal research design.
Another limitation in this study concerns the selection of the sample. Effort was
made to identify industries in which the majority of employees interact with sensitive
information on a regular basis. Although the majority of employees in the financial
services and healthcare industries do work with sensitive data, a number of alternative
industries were not represented. For instance, many employees within the defense
contracting, utilities, education, and pharmaceutical industries also interact with sensitive
information on a regular basis. Within state and federal organizations, such as the
Department of Defense, the Central Intelligence Agency, local law enforcement
organizations, and the Federal Bureau of Investigation, many employees routinely handle
sensitive information. Unfortunately, due to time restrictions, the inclusion of these
industries and organizations was infeasible.
The results of this research may prove valuable to both academicians and
practitioners. However, there are many areas in which new research can either address
limitations of this work or advance ideas derived from the results of this study. For
instance, conducting controlled experiments in an organizational setting would provide
an appreciation of the impact of supervisor interventions. Strategies for boosting job
satisfaction, POS, affective commitment, and social influence could be linked with ISPC
behaviors. The extant literature on OCB describes several experiments aimed at
controlling employee behavior; however, no research has yet been focused specifically on
shaping information security compliance among members of organizations. Apprised of
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the conclusions of such experiments, general business managers would be much more
effective in the supervision of their charges.
Besides the constructs included in this research, a number of alternative predictors
exist in the extant literature on technology adoption and OCB. Future studies on the
behavioral aspects of information security should evaluate the capabilities of additional
constructs as determinants of employee information security behavior. This research
should be aimed at creating more parsimonious models with increased explanatory power.
This research should lead efforts to correlate managerial actions with desired employee
behavior.
Future research projects should also endeavor to build samples from industries
other than the financial and healthcare sectors. To increase the generalizability of
research on the psycho-social elements of information security, it is necessary to work
with as many different types of industries, organizations, and people as possible. Such
breadth gives increased credence to the findings of this and other studies within the
information security domain. Furthermore, the personality traits of those exhibiting
various degrees of compliance should be analyzed. The results of such studies should be
cross-analyzed among firms, industries, and nationalities to identify patterns among
respondents.
Additional efforts aimed at understanding the linkage between employee
perceptions and ISPC should incorporate longitudinal data collections. By measuring
employee sentiments and supervisor ratings at one point in time, it is difficult to identity
trends in long-term behavior. Longitudinal studies afford researchers the opportunity to
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organize multiple data collections over an extended period of time. By comparing the
results of data gathered earlier and later in the project timeline, it is possible to see if any
significant trends emerge. Although difficult to arrange, future studies should employ a
longitudinal research methodology in all possible circumstances. In addition, this
research lacks a qualitative basis. Qualitative research would serve to triangulate the
findings from this study, especially regarding variables related to the organizational
climate which must be observed over time. Such efforts would result in the culmination
of more rigorous findings.
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Survey Instrument
Informed Consent Statement – Please keep a copy of this page for your records.
A research study is being conducted in order to assess individuals’ perceptions of organizational security
procedures. We need your input regarding your attitudes and feelings toward your organization. The survey
is expected to take only about 10 - 12 minutes.
Participants are not expected to undergo any foreseeable risks or discomforts. Any and all data collected
during the course of this procedure will be used for research purposes only and will be viewed and
analyzed only in aggregate form. All responses are completely confidential.
Only individuals eighteen years of age or older may participate in this research.
Participation is completely voluntary. Refusal to participate will involve no penalty or loss of benefits to
which the participant is otherwise entitled. Further, participants may discontinue participation at any time
without penalty or loss of benefits to which the participant is otherwise entitled.
By completing and returning this survey to the researchers, you indicate your consent to participate in the
study.
Please contact the MSU Office of Regulatory Compliance at 662-325-5220 or via email at
irb@reserach.msstate.edu if you should have any questions regarding your rights as participants in human
subjects research.
RESEARCHER
Jordan Shropshire - Mississippi State University – jds372@msstate.edu – 662. 325.1992

Section 1: Background information
First Name: ___________________________ Last Name: ___________________________
Gender:

Male [ ]

Female [ ]

Age: ________
Number of Years with Organization: ________
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Section 2: Perceptions toward the organization
The following statements concern your feelings and attitudes toward your organization. Anti-spyware use
refers to installing, running, updating, and/or configuring the software. Please select a single score from 1
to 5 where, 1 – means you Strongly Disagree with the statement, and 5 – means you Strongly Agree with
the statement.
Strongly Disagree (1)

1.

The organization values my contribution to its well-being.

2.

The organization fails to appreciate any extra effort from
me.

Neutral (3)

Strongly Agree (5)

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

3.

The organization would ignore any complaint from me.

4.

The organization really cares about my well-being.

5.

Even if I did the best job possible, the organization would
fail to notice.

[]

[]

[]

[]

[]

The organization cares about my general satisfaction at
work.

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

6.

7.

The organization shows very little concern for me.

8.

The organization takes pride in my accomplishments at
work.

9.

1 feel fairly well satisfied with my job.

10.

1 find enjoyment in my job.

11.

Most of the time I have to force myself to go to work.

12.

I am seldom bored with my job.

13.

I would consider taking another kind of job.

14.

Most days, I am enthusiastic about my job.

15.

I would be very happy to spend the rest of my life career
with this organization.

16.

I really feel as if this organization’s problems are my own.

17.

I do not feel a strong sense of “belonging” to my
organization.

[]

[]

[]

[]

[]

I do not feel “emotionally attached” to this organization.

[]

[]

[]

[]

[]

18.
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19.

I do not feel like “part of the family” at my organization.

20.

21

22

23

24

25

26

27

28

[]

[]

[]

[]

[]

This organization has a great deal of personal meaning to
me.

[]

[]

[]

[]

[]

Right now, staying with my organization is as matter of
necessity as much as desire.

[]

[]

[]

[]

[]

It would be very hard for me to leave my organization
right now, even if I wanted to.

[]

[]

[]

[]

[]

Too much of my life would be disrupted if I decided I
wanted to leave my organization now.

[]

[]

[]

[]

[]

I feel that I have too few options to consider leaving this
organization.

[]

[]

[]

[]

[]

If I had not already put so much of myself into this
organization, I might consider working elsewhere.

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

I do not feel any obligation to remain with my current
employer.

[]

[]

[]

[]

[]

Even if it were to my advantage, I do not feel it would be
right to leave my organization now.

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

One of the few negative consequences of leaving this
organization would be the scarcity of available
alternatives.

29

I would feel guilty if I left my organization now.

30

This organization deserves my loyalty.

31

I would not leave my organization right now because I
have a sense of obligation to the people in it.

[]

[]

[]

[]

[]

I owe a great deal to my organization.

[]

[]

[]

[]

[]

32
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APPENDIX B
SURVEY INSTRUMENT FOR BRANCH MANAGERS
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Survey Instrument
Informed Consent Statement – Please keep a copy of this page for your records.
A research study is being conducted in order to assess individuals’ perceptions of organizational security
procedures. We need your input regarding your attitudes and feelings toward your organization. The survey
is expected to take only about 10 - 12 minutes.
Participants are not expected to undergo any foreseeable risks or discomforts. Any and all data collected
during the course of this procedure will be used for research purposes only and will be viewed and
analyzed only in aggregate form. All responses are completely confidential.
Only individuals eighteen years of age or older may participate in this research.
Participation is completely voluntary. Refusal to participate will involve no penalty or loss of benefits to
which the participant is otherwise entitled. Further, participants may discontinue participation at any time
without penalty or loss of benefits to which the participant is otherwise entitled.
By completing and returning this survey to the researchers, you indicate your consent to participate in the
study.
Please contact the MSU Office of Regulatory Compliance at 662-325-5220 or via email at
irb@reserach.msstate.edu if you should have any questions regarding your rights as participants in human
subjects research.
RESEARCHER
Jordan Shropshire - Mississippi State University – jds372@msstate.edu – 662. 325.1992

Section 1: Background information
First Name: ___________________________ Last Name: ___________________________
Gender:

Male [ ]

Female [ ]

Age: ________
Number of Years with Organization: ________
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Section 2: Employees’ security behavior
The following statements concern the degree to which employees adhere to organizational security
protocols. Please select a single score from 1 to 5 where, 1 – means you Strongly Disagree with the
statement, and 5 – means you Strongly Agree with the statement.
For each teller at your branch, please rate the degree to which he or she complies with security protocols.
Employee First Name: _______________________ Employee Last name: _______________________
Strongly Disagree (1)

1.

Exercises discretion when discussing sensitive
information

2.

Secures passwords and other access information

3.

Neglects to log off workstations

4.

Leaves sensitive information unattended

5.

Complains about organizational security procedures

6.

Conserves and protects organizational data

7.

Adheres to informal rules devised to maintain information
security

8.

Attendance at work is above the norm

9.

Gives advance notice when unable to come to work

10.

Takes undeserved work breaks

11.

Great deal of time spent with personal phone
conversations
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Neutral (3)

Strongly Agree (5)

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

Employee First Name: _______________________ Employee Last name: _______________________
Strongly Disagree (1)

1.

Exercises discretion when discussing sensitive
information

2.

Secures passwords and other access information

3.

Neglects to log off workstations

4.

Leaves sensitive information unattended

5.

Complains about organizational security procedures

6.

Conserves and protects organizational data

7.

Adheres to informal rules devised to maintain information
security

8.

Attendance at work is above the norm

9.

Gives advance notice when unable to come to work

10.

Takes undeserved work breaks

11.

Great deal of time spent with personal phone
conversations
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Neutral (3)

Strongly Agree (5)

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

[]

APPENDIX C
MODERATION ANALYSIS USING MEAN VALUES
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Overview
The distribution of the field sample was perceived to be skewed among two
characteristics: recency of information security training, and employee age. It appeared
that the sample was weighted toward younger employees with more recent training. To
account for this, median values were used to create subgroups for multi-group analysis of
invariance. To provide a more complete analysis of the moderators, the tests were reconducted using mean values instead of median values. Training recency and age are
herein retested using mean.
Training Recency
This procedure involved the preliminary step of calculating a mean value for
training recency (8.04) and organizing the respondents into two groups based on their
responses to the training recency instrument item. Results indicated that 335 respondents
completed their most recent training less than 8.04 months ago, whereas 152 respondents
completed their most recent training more than 8.04 months ago. The structural model
was tested using (a) the above mean group and (b) the below mean group.
To ensure that the collective paths are moderated by training recency, overall fit
statistics for more and less restricted versions of the structural model were collected. The
less restricted model had a chi-square of 445.79 with 241 degrees of freedom, while the
more restricted model had a chi-square of 431.74 with 230 degrees of freedom. The
difference in chi square was 14.05 with 11 degrees of freedom, indicating a significant
difference among models.
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An analysis of the paths was then conducted. Differentials in path t-values and
coefficient values were used to test the significance of training recency on the
relationships between ISPC and satisfaction, POS, affective commitment, and social
influence. For the group with more recent training, the t-values were 3.45, 3.12, 1.77, and
2.63 for job satisfaction, POS, affective commitment, and social influence, respectively.
For the less recent training group, the t-values were 3.83, 2.78, 1.12, and 2.41 for job
satisfaction, POS, affective commitment, and social influence, respectively. The t-values
indicated that the path from affective commitment to ISPC was not significant for either
group. In addition to considering t-values, chi-square tests of significant difference in
path weights were also conducted for each antecedent among groups. The results
indicated that the path values significantly differed among groups for job satisfaction,
POS, and social influence.
Age
The mean value for age was calculated to be 37.2. Some 297 employees were
categorized as below the mean age, while 190 employees were grouped in the above
mean age category. The structural model was tested using an above mean group (older
employees) and a below mean group (younger employees). A preliminary test for
invariance was conducted using more and less constrained models. The less restricted
model had a chi-square of 501.21 with 292 degrees of freedom, while the more restricted
model had a chi-square of 467.34 with 224 degrees of freedom. The difference in chi
square was 14.05 with 4 degrees of freedom, indicating a significant difference among
models.
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Structural weights were then analyzed to identify path-level invariance.
Differentials in path t-values and coefficient values were used to test the significance of
age on the relationships between ISPC and satisfaction, POS, affective commitment, and
social influence. The results indicated that the younger group had t-values of 2.42, 2.37,
3.09 and 5.17 for job satisfaction, POS, affective commitment, and social influence,
respectively. For the older group, the t-values were 1.98, 2.01, 2.14, and 2.83 for job
satisfaction, POS, affective commitment, and social influence, respectively. The t-values
indicated that all the paths were significant. In addition, the difference in chi-squares
indicated significant differences for each path.
Summary
Regarding the use of mean values in lieu of median values to define subgroups,
two observations may be noted. First, the results of the multi-group analysis indicate that
age has a stronger moderating effect when mean values are used to create subgroups. On
balance, the moderating effect of training recency was neither amplified nor subdued
when the mean was used instead of median. Second, the subgroups derived from mean
values were relatively disproportionate in terms of size. With regard to training recency,
the subgroups created when using a mean value were 335 and 152, groups of unequal size.
The subgroups created when using a median value were 233 and 254, groups of relatively
equal size. A similar pattern exists with the age data. Thus, mean values do not provide
an improvement for moderation testing for this data set.
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